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Among the numerous discourses on US-China relations in recent years, issues of the influence 
of digital international relations (which include such areas as digital/data diplomacy, cyber-
security, artificial intelligence (AI) development, and the influence of information projects in 
social networks) are rarely given explicit consideration. At the same time, all these elements 
have come under the pressure of datalization and takes a big pleasure on the place of states in 
the world politics. This article reveals the phenomenon of one the most important element of 
digital international relations — digital diplomacy of the USA and China — and focuses on 
the political and academic discourses about this foreign policy instrument in these countries. 
The first part of the study presents academic discourses on digital diplomacy of Chinese and 
American experts, provides characteristics of PRC and US digital diplomacy, trends and role 
in bilateral relations. The second part of the article reflects the existing strategies and projects 
in Chinese and American digital diplomacy in relation to each other. The authors stated that 
digital diplomacy evolved from just an instrument of international information broadcasting 
to the full-fledged foreign policy mechanism which already has visible elements, structural 
connections and an evolutionary path of development with difficult methodology and institu-
tional regulation, covering the issues of public diplomacy and cybersecurity, and which is the 
main instrument of the new ideological and economic confrontation of two powers. 
Keywords: digital diplomacy, data diplomacy, public diplomacy, propaganda, discourse, Big 
Data, USA, China.

Introduction

In recent years political and social scientists reveal that the system of international 
relations has become digital and characterize its main directions with the term digital in-
ternational relations. According to them, the most issues at the interstate level relate to the 
regulation of cyberspace, and the digital space has changed the nature of the work of the 
foreign policy mechanism and diplomacy. One of the most important areas of this concept 
is digital diplomacy, which until recently was studied as the only term accumulating any 
information activity of states on the Internet [1]. 

The impact of new technologies on the economy, national security and foreign policy 
of states has changed the image of digital diplomacy as just a Twitter*-diplomacy [2]. Such 
foreign policy mechanism has called by experts as a strategic asset that contributes to in-
creasing the effectiveness of foreign policy and reforming diplomacy on a global scale [3]. 

* Officially blocked in Russian Federation.
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USA and China are considered the innovators of this area, whose influence on modern 
world politics has become the most significant.

US digital diplomacy has launched the process of digitalization of world politics and 
public diplomacy, in particular. Traditionally attributed to J. Nye’s concept of soft power 
projects in the field of culture, education, language and attracting the attention of foreign 
audiences to state values acquired new, digital incarnations, and then completely faded 
into the background in state strategies on national branding, giving way to propaganda 
and data diplomacy [4]. It is propaganda on social networks, Big Data analytics about for-
eign audiences, chat bots and a whole arsenal of tools to combat the information activity 
of opponent countries that have become tools of modern public diplomacy [5].

Digital diplomacy of the People’s Republic of China uses all available tools of infor-
mation influence on the audience. Beijing identifies AI as the main driver of its national 
economy, actively explores the possibilities of social media analytics, and continues to 
develop public diplomacy projects to influence overseas audiences [6]. Such activity raises 
concerns in the United States, where the PRC is traditionally considered one of the main 
threats to national security and its informational influence is called as sharp power [7; 8]. 
With regard to the United States, China’s digital diplomacy is developing rapidly, trying to 
create a strong image of China’s leadership, culture and politics. For this, all possible tools 
available in the era of Big Data and social networks are used.

The development of digital diplomacy between the United States and China in rela-
tion to each other has changed interstate relations. Strategies and projects which initially 
were called soft power and didn’t seem to draw the attention of many experts, has become 
not just a separate instrument of influence, but an integral part of the foreign policy of the 
two countries. The issues of cybersecurity and propaganda, analytics of Big Data about 
each other’s audience, ideological wars and denigration of domestic and foreign policies, 
the use of chat bots, artificial intelligence and Internet trolls have become realities of mod-
ern international relations [9].

In this regard, the problem of the phenomenon of digital diplomacy in interstate re-
lations between the United States and China remains practically unexplored in modern 
world science. What are the real steps taken by the US and Chinese administrations in 
this direction? What are its strategies and projects? Is digital diplomacy a separate area of 
modern foreign policy or can it be considered part of a full-fledged digitalization of the 
political influence of one state on another?

The purpose of this article is to reveal the political and academic discourses on digital 
diplomacy and data diplomacy of the United States and China, to establish their projects 
in relation to each other. The research is spited into two parts. In the first part of article 
the authors analyze the theoretical frameworks of US and Chinese digital diplomacy. The 
second part observes digital diplomacy’s practical realization, including the strategy of 
American policy of deterrence towards Chinese digital diplomacy. 

The documents of the US and Chinese government including the bills and hearings at 
the US Congress and some reports taken from the agencies which implement some pro-
jects in the field used by authors to demonstrate practical realization and understanding 
of digital diplomacy by two counties. 

As research methods, authors used documentary and analyze, as well as quantitative 
and qualitative methods of processing Internet resources.
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US and Chinese digital diplomacy: From theory to practice

Digital diplomacy became a phenomenon of international relations in 2010–2018. 
USA and China play important role in the development of this world politics’ field. The 
main method of implementing digital diplomacy in world practice has become the use 
of social networks to build communication with a foreign audience. Social media is seen 
as an attractive technology-based communication channel for many embassies and other 
organizations, especially those facing budget cuts and increased demand for participation, 
due to their perceived ease of access and low cost compared to other methods. 

An important stage in the digitalization of international relations took place in 2020, 
when Internet platforms became the only opportunity for states to influence foreign poli-
cy because of the COVID-19 pandemic [10]. New realities have proven the impact of digi-
talization not only on activities aimed at public diplomacy, but also on global diplomatic 
activities, which are increasingly acquiring a quantitative dimension and can be subjected 
to statistical processing. Cybersecurity and cyber deterrence issues, digital information 
campaigns and the use of AI have become an integral part of world politics.

US digital diplomacy has received close attention from the entire scientific commu-
nity. The starting point in the process of digitalization of public diplomacy was the period 
of Barack Obama presidency (2009–2017). The ideas of the American political scientist 
J. Nye about soft power have become the imperative of US public diplomacy.

The United States began to develop special digital diplomacy projects to inform citizens 
of the whole world, to conduct direct or public dialogue with foreign audiences, to spread 
liberal values and its ideology through social networks, blogs, instant messengers, etc. The 
attempts made by the United States of America in recent years to use AI in the practice of the 
diplomatic service, to predict the effectiveness of its influence in cyberspace, to use methods 
of processing the continuously increasing volumes of information about the Internet activ-
ity of social network users (Big Data), as well as to monitor the information activities of the 
opponent countries (first of all — Russia, China and Iran) gave rise to a discourse about a 
new direction of American foreign policy as we known as data diplomacy [11]. Over the past 
decade, this mechanism has been gradually developing. The implementation of data diplo-
macy began with the analytical activities of the counter-terrorism department of the US De-
partment of State and evolved to the interagency work of the entire US government [12–14]. 

The discourse of the world scientific community about new trends in US digital di-
plomacy has different assessments. Some authors speak about the digitalization of public 
diplomacy and the use of machine methods to study it, without dividing digital diplomacy 
and data diplomacy into separate fields [15]. Other experts are convinced that digital di-
plomacy and data diplomacy are evolutionary stages in the development of public diplo-
macy, associated with it, but having a number of characteristics that allow us to consider 
them from the point of view of independent phenomena. Data analytics is used in re-
search on the concept of sharp power, in which the authors try to reveal the information 
activity of Internet trolls and bots of foreign countries [16]. Catrine Ashbrook, the Head of 
the Future of Diplomacy Project in the Harvard University, notes that data aggregation be-
comes an indispensable aspect of foreign policy. In other researches, authors write about 
data diplomacy in such terms as scientific diplomacy, public digital diplomacy, artificial 
intelligence diplomacy, etc. [17–19]. This underlines the existence of different approaches 
to understanding the phenomenon of data diplomacy at the present stage.
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China’s digital diplomacy proceeds with a certain degree of specificity in comparison 
with the United States, where the information policy is to be conceptualized by common 
strategies and concepts of powers. In addition, the study of Chinese digital diplomacy has re-
ceived much less attention from the international community. With the guidance of China’s 
strategy for the construction of Digital China, it has gained international recognition in 
related aspects such as Internet technology, network security, and international cooperation 
in cyberspace. Compared with Western scholars, the research on digital diplomacy by Chi-
nese scholars is relatively late. Some Chinese scholars have conducted in-depth research and 
discussion on the relevance of media and think tanks, and the role of new opportunities and 
challenges of diplomacy in the new media environment in public diplomacy. 

China’s digital diplomacy is facing important historical opportunities and will surely 
take advantage of Big Data technology and follow the correct direction of global govern-
ance in cyberspace. It will certainly have a broader stage in the future development of 
China [20]. Professor Zhang Ji and Professor Luo Hailong discussed the impact of cyber 
diplomacy on international relations in Cyber Diplomacy and the Chinese Government’s 
Countermeasures [21]. They also made suggestions for solving the current problems of 
China’s digital diplomacy. Two scholars, Li Jie and Liang Xiaoli, combed the current fron-
tier development of international cyber diplomacy, analyzed classic cases, and put for-
ward four major strategic models of cyber diplomacy. They mentioned in the Research on 
International Cyber Diplomacy Strategy Models that Internet diplomacy has established 
a mechanism that can quickly create and disseminate information based on the ever-
changing international situation, and increase the ability to communicate with foreign 
target groups. Digital diplomacy has become an important strategic choice for the reform 
of diplomatic methods of various countries in the new situation [22]. 

Under the influence of new media represented by new technologies, public diplomacy 
has undergone tremendous changes. Some scholars believe that the associated with the In-
ternet of things, cloud computing, such as block chain wisdom the vigorous development of 
media technology, the public diplomacy based on artificial intelligence become a new focus 
of diplomatic service to compete, digital technology to promote the public diplomacy evo-
lution from targeted to custom [23]. From the strategic thinking that focuses solely on the 
communicative power data, to a strategic thinking that pays more attention to whether the 
purpose of public diplomacy is truly realized. In the future, personalized communication 
will be carried out in accordance with the personal characteristics, interest demands, and 
habitual preferences of specific communication targets, and public diplomacy will be car-
ried out accurately. Liu Xingrui proposed that in the future, AI will be used in the construc-
tion of intelligent international public opinion monitoring and analysis systems, computing 
communication based on political robots, and immersive experience communication ap-
plications [24]. At the same time, it will also help to exert more targeted influence on the 
target country’s audience, create recognition, and create an external environment conducive 
to the implementation of the country’s foreign policy. Jiang Ying argues that social media 
platforms advance the goals of public diplomacy by providing space for global interaction 
and political engagement. Chinese publicity media should also take advantage of the advan-
tages of new media and attach importance to diversified, multi-channel, three-dimensional 
interaction and two-way influence with the international public. But at the same time, the 
new media environment has injected more public opinion variables into public diplomacy, 
coupled with the diversification of the subjects of diplomatic activities nowadays, this has 
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increased the uncontrollability of diplomatic interaction results and the uncertainty of the 
realization of policy goals to a certain extent [25].

To sum up, with the rapid development of digital technology, technological change 
has also penetrated into the field of diplomacy. With the development of digital technology 
and network technology, the change of international competitive environment makes digital 
diplomacy no longer in the frontier of international politics, but become an important force 
affecting international political operation. It can be argued that public diplomacy and soft 
power are no longer important in discourses about US and Chinese foreign policy influence. 
It is propaganda, data diplomacy and Ai development, cyber presence in the information 
field of foreign countries and the integration of new technologies that occupy a key place in 
digital diplomacy and actively influence the relationship between the two countries accord-
ing to models of rivalry. Realizing all the possibilities of new technologies and the competi-
tive struggle of China to the global audience, the United States focused on combating enemy 
information and began to use all the capabilities of AI for counter-propaganda. American 
experts call on the White House to abandon simple reforms in the field of digital diplomacy 
and carry out a radical revolution of American strategic communication to restore the mo-
nopoly of American information influence in the world. China is trying to catch up with 
the United States in a new technological arms race and, according to a number of Ameri-
can experts, is now the new world center of AI. Under the current guidance of China’s new 
strategy, the development of China’s digital diplomacy is facing new requirements and new 
tasks. Today, China is accelerating into a new era of intelligent interconnection, and the con-
struction of digital China has entered the fast lane. It plays an important role in government 
diplomacy and public diplomacy through the Internet, mobile Internet, AI, and Big Data. 

American and Chinese digital diplomacy: Informational deterrence 

According to the official statements, China’s digital diplomacy has been vigorously 
safeguarding national interests on the international stage, enhancing PRC national im-
age in various fields, and in particular has played an important role in promoting major-
country diplomacy with Chinese characteristics and the concept of beautiful China [26].

From 1999, China set off a big wave of Internet development, and in 2019, China 
quickly entered the 5G commercial era. At the same time, the number of Chinese Inter-
net users has reached 854 million, and the number of IPv6 addresses is the largest in the 
world. Internet fields such as cloud computing, Big Data, Internet government affairs and 
finance, and the Internet of Things have developed rapidly [27] 

China continues to promote the standardized development of cyberspace governance. 
The Chinese government has established relevant departments and institutions in the coun-
try, and has issued a number of bills and systems to provide development guarantees for 
cyberspace governance. In addition, China is also actively participating in global network 
governance. In recent years, China has carried out extensive cooperation in Internet de-
velopment and security, and established a mutual trust and cooperation mechanism with 
countries around the world on network security. In 2017, the State Council of the People’s 
Republic of China released the New Generation of Artificial Intelligence Development Plan, 
a key document for conceptualizing Beijing’s public approach to AI development [28]. The 
Chinese leadership has pledged $  22.5 billion in funding for the development of artificial in-
telligence, and more than $  150 billion for the development of related industries. China plans 
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to become a world leader in AI and new technologies by 2030. In 2018, it was announced that 
the PRC Ministry of Foreign Affairs is testing specialized algorithms for Big Data analytics to 
design its actions on the global stage [29]. It can be stated, that Chinese government under-
stands all opportunities of data diplomacy’s influence to the world audience. For example, the 
construction of the Digital Silk Road has become a highlight of the Belt and Road Initiative 
initiated by China. In this regard, China continues to pursue innovation-driven develop-
ment, strengthen cooperation in frontier areas such as digital economy, artificial intelligence, 
nanotechnology and quantum computers, and promote the development of Big Data, cloud 
computing and smart cities to build a digital Silk Road for the 21st century.

In recent years, China has increased its exposure on American social media in order 
to demonstrate its efforts to showcase its diplomatic activities on the global stage. Ac-
cording to observations on social media, starting in mid-2019, Beijing has accelerated 
its investment in the use of social media. On Twitter*, China’s diplomatic accounts have 
grown to the current 80. Observed on various social media, the color of communism in 
China’s public diplomacy is gradually diminishing. China takes “China’s unique culture” 
as the center of its public diplomacy, not its philosophy and system, and strives to shape its 
international image as “China is a peaceful and beautiful country”. This has also opened up 
a new path for China’s foreign affairs work, and now China’s diplomatic work pays more 
attention to interacting with the people of all countries [30].

Enhance China’s international discourse power and safeguard China’s own rights and 
interests through vocalization on social media. China’s social values are constantly being 
challenged in the Western world of discourse, and there are still many voices attacking and 
discrediting China’s image. In this way, the Chinese government has responded strongly 
to official remarks and discordant voices that are detrimental to China’s international im-
age. From the perspective of content, the content disseminated by China on social media 
is guided in the direction of politicization according to its intended purpose. However, 
in the process of dissemination, the unilateral purpose was over-emphasized, the content 
and narrative were over-emphasized, and the communication was neglected. In addition, 
digital public diplomacy has also become an important means for the Chinese govern-
ment to control and guide internal online public opinion.

China has no intention to hedge against the United States in its foreign policy, and 
its diplomatic principles have always maintained independence and autonomy is the fun-
damental principle of China’s foreign policy, which is also reflected in the field of digital 
diplomacy. In today’s world, both developed and developing countries are in an important 
stage of economic and social digital transformation. The digital economy is playing an in-
creasingly prominent role in promoting the development of the real economy, improving 
the livelihood of the society and improving national governance capabilities. 

Such informational activity of Chinese users started the Western discourse of sharp 
power. In 2018, the American political scientist and author Joseph Nye published an article 
in Foreign Affairs entitled How Sharp Power Threatens Soft Power. In it, the well-known 
power theorist states the emergence of a new strategy of foreign policy influence, which he 
calls sharp power. In his opinion, sharp power has become the basis of the foreign policy of 
China and is aimed at destabilizing the democratic states. The author emphasizes that sharp 
power is not aimed at engaging the audience in its agenda, but is a set of tools that combine 

* Officially blocked in Russian Federation.
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both classical propaganda mechanisms and completely new methods of influence — hack-
er attacks on government databases that distribute beneficial information, bots criticizing 
democratic institutions of the “army of Internet trolls”, fake news, etc. It is impossible not to 
pay attention to the statement of K. Walker and J. Ludwig, according to which the sharp pow-
er methodological set has no meaning. In their opinion, absolutely any areas of public diplo-
macy of authoritarian states (like China, according to authors) pose a threat due to the fact 
that their entire foreign policy course is aimed at “suppressing democracy”. The thesis that 
sharp power is a collective term reflecting all the “deceit”, “cunning” and “aggressiveness” of 
the foreign policy of China and other “autocracies” has become an obligatory reservation in 
the works of Western experts. Western writers convince the audience that such methods are 
inherent exclusively in authoritarian and totalitarian regimes, and not in “free democracies”. 

The United States began to develop institutions of digital diplomacy in order to stop 
China’s information presence on the social media. The most active accounts, attracted 
bots and the media began to be marked as hostile information and blocked by appeals to 
corporations that own the largest social networks.

Beijing’s information deterrence is handled by the China Team of the Global En-
gagement Center of the US Department of State. The GEC China works closely with the 
Bureau of East Asia and Pacific Affairs, the Department of Defense, and “US international 
partners” to develop a global strategy to counter Chinese disinformation and propaganda. 
The Center for Global Engagement seeks to “increase understanding of China’s propa-
ganda and disinformation for making informed decisions”, increase “resistance to dis-
information and propaganda of civil society” and, against this background, “create and 
strengthen positive messages about the United States”. The center accumulates Big Data 
on PRC information campaigns, blocks malicious content and searches for information 
sources sponsored by Beijing, and also uses AI, chat bots and other technological capa-
bilities to create effective counter-propaganda that reaches millions of Internet users. The 
information activity of the PRC is designated in official documents of the United States 
as “malign influence”. In 2020, the Center for Global Engagement received $ 59 million 
in funding. In 2021, these indicators will more than double and amount to $ 138 million.

Deterrence to Chinese information and the containment of Beijing from influencing 
the audience of Asian countries is carried out through the dissemination of pro-American 
propaganda through Internet projects and international broadcasting channels. The main 
channels of American propaganda in Asian countries are Radio Free Asia and Voice of 
America*. In 2020, the US Agency for Global Media, which manages American foreign 
broadcasting, received a record $ 810 million in funding. Criticism of Chinese policy in 
the field of human rights, religious freedoms and other aspects of domestic and foreign 
policy is the main content of such resources, which is officially enshrined in the reports of 
the US Agency for Global Media [31].

Finally, the development of digital projects for civil society in the PRC, Hong Kong, 
Taiwan and Asian countries, as well as financial support for the digitalization of educational 
and cultural projects in the United States, have traditionally been a priority in US policy. 

The rapprochement between China and Russia raises particular concerns in the United 
States. Both countries are classified as “authoritarian regimes” whose sharp power destabi-
lizes democracies. However, many experts close to the White House ask the White House to 

* Is recognized as a foreign agent in Russian federation.
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radically change the US public diplomacy towards Moscow. For example, the famous politi-
cal scientist Charles Kupchan advocates the involvement of Russia in the camp of the West-
ern powers for the sake of a joint confrontation with the PRC [32]. He suggests to Joseph 
Biden not only to continue, but also to strengthen Donald Trump’s policy of containing Bei-
jing, while significantly softening the pressure on Moscow. The expert suggests J. Biden to 
gradually lift sanctions against Russia, encourage its trade with the European Union, discuss 
the Chinese threat to Russian-American interests in the Arctic and do everything to drive a 
wedge in relations between the Russian Federation and the PRC. Two days before J. Biden’s 
inauguration, the US Department of State recognized the actions of the Chinese leader-
ship against Muslim Uighurs and other representatives of ethnic and religious minorities in 
Xinjiang province as genocide. The new administration backed up the allegations, stepped 
up criticism of China’s malign influence in cyberspace, and increased the spread of anti-
Chinese propaganda in Asian countries. In September 2021, a number of Western media 
outlets argued that such US policy was the reason for the refusal of the leader of the People’s 
Republic of China, Xi Jinping, to meet with his American counterpart in person [33]. 

Digital activities of the United States and China play an important role in the devel-
opment of bilateral relations and the development of digital diplomacy as its component. 
The ideological struggle between countries is already called the New Cold War, when cy-
ber operations, hacker attacks, content blocking, AI generation of beneficial information 
and its dissemination by bots and trolls have become the realities of modern information 
policy at the global level [34–35].

Conclusion
Digital diplomacy has become an integral part of modern international relations. The 

numerous concepts which reveal researchers (data diplomacy, digital international rela-
tions, acute force, etc.) proves this fact. The rapid development of digital diplomacy dem-
onstrates the importance of this foreign policy direction in positioning the country on the 
world stage. The digitalization of public diplomacy has aggravated the interstate relations 
between the United States and China, which are fighting for ideological, economic and 
political dominance in each other’s audiences.

The development of the concept of Digital China, the introduction of new forms of 
foreign policy influence on the Internet, the emergence of strategies in state laws, the build-
up of forces in social networks and other aspects demonstrate the determination of the 
PRC leadership to fulfill its plan to become a world leader in AI this decade. Recognizing 
the deterioration of its image in Western countries over the past years and benefiting from 
the popularization of its image at all levels, China is integrating an increasing number of 
technological innovations into foreign policy, making digital diplomacy an integral part 
of traditional diplomacy. Faced with digital diplomacy, China gives more consideration to 
how to integrate diplomatic practice and technology into a better integration. In the face 
of cross-cultural differences, how to adjust the purpose and means of communication, to 
further achieve the spread of domestic and foreign values.

Such activity raises concerns in the United States, where the PRC is traditionally con-
sidered one of the main threats to national security and makes Washington and Beijing di-
rect rivals for the attention of the world audience. China is becoming the main target of US 
public diplomacy and the main object of study by American experts. US digital diplomacy 
policy towards China falls under concept of informational deterrence. Deterrence involves 
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directing all efforts to combat Chinese information on the Internet, blocking its content 
and analyzing its effectiveness using Big Data processing methods. The offensive, on the 
contrary, presupposes the active dissemination of pro-American information both in China 
and in all Asian countries.

It must be emphasized that this research analyzed the policy of the United States and 
China in relation to each other and the main strategies for the information struggle of 
the United States for the Asian audience and the PRC for the American audience. We can 
guess that the war between the United States and China for the audience of other countries 
in Africa, Asia and Latin America provides a basis for further study of the factor of digital 
diplomacy in US-China relations.
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