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i4\ Q<5;]_\ ]:S7;9\<7 54\ 75<?]5?<\ :^ 54\ �×� [Q5<;e Q_=\><Q 7\5 :V\< Q =<:?S9 fS;5\ f\_9
GF (p)� U5 ;7 74:cS 54Q5 54;7 Q_=\><Q ]:S5Q;S7 54<\\ 5R6\7 :^ ]:[[?5Q5;V\ 7?>Q_=\><Q7 :^
:<9\< p2, c4;]4 9;q\< ;S 54\ VQ_?\ :^ 54\ :<9\< :^ 54\;< [?_5;6_;]Q5;V\ =<:?6� g:<[?_Q7
9\7]<;>;S= 54\ S?[>\< :^ 7?>Q_=\><Q7 :^ \V\<R 5R6\ Q<\ 9\<;V\9� X S\c 6:75+j?QS5?[ 9;=;5Q_
7;=SQ5?<\ 7]4\[\ ;7 ;S5<:9?]\9 >Q7\9 :S Q S:V\_ ^:<[ :^ 54\ 4;99\S 9;7]<\5\ _:=Q<;54[
6<:>_\[� i4\ 7]4\[\ ;7 ]4Q<Q]5\<;n\9 ;S ?7;S= 7]Q_Q< [?_5;6_;]Q5;:S Q7 QS Q99;5;:SQ_ :6\<Q5;:S
[Q7d;S= 54\ 4;99\S ]R]_;] =<:?6 ;S c4;]4 54\ >Q7;] \e6:S\S5;Q5;:S :6\<Q5;:S ;7 6\<^:<[\9
c4\S =\S\<Q5;S= 54\ 6?>_;] d\R� i4\ Q9VQS5Q=\ :^ 54\ 9\V\_:6\9 7;=SQ5?<\ 7]4\[\ ;7 54\
]:[6Q<Q5;V\_R 4;=4 6\<^:<[QS]\ :^ 54\ 7;=SQ5?<\ =\S\<Q5;:S QS9 V\<;f]Q5;:S Q_=:<;54[7 Q7
c\__ Q7 54\ 6:77;>;_;5R 5: ;[6_\[\S5 Q >_;S9 7;=SQ5?<\ 6<:5:]:_ :S ;57 >Q7\�

@2%A+$-38 9;=;5Q_ 7;=SQ5?<\	 6:75+j?QS5?[ ]<R65:7]4\[\	 >_;S9 7;=SQ5?<\	 4;99\S _:=Q<;54[
6<:>_\[	 fS;5\ Q77:];Q5;V\ Q_=\><Q	 [Q5<;e Q_=\><Q�

�� 9'0-)(F.02)'� Z- J34041- +1 -64 �4/F 8E -64 J2:/+5=�4H 53HJ-8,3.J6He 5810+F43.:/4
.--41-+81 8E -64 53HJ-8,3.J6+5 587721+-H +0 J.+F -8 -64 F4c4/8J741- 8E J80-=b2.1-27
53HJ-80564740 klm&n" �+1+-4 181=58772-.-+c4 .0085+.-+c4 ./,4:3.0 h�QZZ0j 34J34041- 0+,=
1+�5.1- +1-4340- .0 ./,4:3.+5 02JJ83- 8E J3.5-+5./ J80-=b2.1-27 F+,+-./ 0+,1.-234 0564=
740 :.04F 81 F+G4341- E8370 8E -64 6+FF41 F+0534-4 /8,.3+-67 J38:/47 h_*[Dj k(e ;n"
Z 21+�4F 74-68F E83 04--+1, �QZZ0 8E .3:+-3.3H 4c41 F+7410+810 +0 J38J804F +1 kCn" 8̂
,4- E.0-43 J80-=b2.1-27 0+,1.-234 ./,83+-670e -64 /.--43 .34 F4c4/8J4F 81 (=F+7410+81./
�QZZ0 k;e Ke $n"

Z �1+-4 m=F+7410+81./ c45-83 0J.54 F4�14F 8c43 . �1+-4 �4/F hE83 49.7J/4e GF (p)je
+1 I6+56 -64 c45-83 72/-+J/+5.-+81 8J43.-+81 hF+0-3+:2-+c4 .- -64 /4E- .1F .- -64 3+,6-
34/.-+c4/H .FF+-+81 8J43.-+81j +0 04-e +0 5.//4F �1+-4 ./,4:3." Z c45-83 A +0 F418-4F .0

A = (a0, a1, . . . , am−1) 83 .0 A =
∑m−1

i=0 aiei, I6434 a0, a1, . . . , am−1 ∈ GF (p) .34 5.//4F
5883F+1.-40{ e0, e1, """e em−1 .34 :.0+0 c45-830"

^64 c45-83 72/-+J/+5.-+81 8J43.-+81 h◦j 8E -I8 m=F+7410+81./ c45-830 A .1F B +0 04-
.0

A ◦B =

m−1∑
i=0

m−1∑
j=0

aibj(ei ◦ ej),

6434 4c43H 8E -64 J38F25-0 ei ◦ ej +0 -8 :4 02:0-+-2-4F :H . 0+1,/4=587J8141- c45-83
λek, I6434 λ ∈ GF (p), +1F+5.-4F +1 -64 54// +1 -64 +1-43045-+81 8E -64 i=-6 38I .1F j=
-6 58/271 8E 08 5.//4F :.0+0 c45-83 72/-+J/+5.-+81 -.:/4 h��]^j" 8̂ F4�14 .0085+.-+c4
c45-83 72/-+J/+5.-+81 8J43.-+81 -64 ��]^ 0682/F F4�14 .0085+.-+c4 72/-+J/+5.-+81 8E .//
J800+:/4 -3+J/40 8E -64 :.0+0 c45-830 (ei, ej , ek)r
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(ei ◦ ej) ◦ ek = ei ◦ (ej ◦ ek) .
^64 #×# 7.-3+9 ./,4:3. 04- 8c43 GF (p) 5.1 :4 34J34041-4F .0 -64 (=F+7410+81./

�QZZ F4�14F :H .̂:/4 E83 -64 5.04 λ = 1. ^6+0 ��]^ +0 0J.304 .1F -64 587J2-.-+81./
F+�52/-H 8E -64 c45-83 72/-+J/+5.-+81 +0 -I8 -+740 /8I43 -6.1 +1 -64 (=F+7410+81./ �QZZ
J34041-4F +1 k;e $n" ^6434E834 F4c4/8J741- 8E -64 _*[D=:.04F 0+,1.-234 0564740 81 -64
7.-3+9 ./,4:3. J8-41-+.//H ,+c40 6+,643 J43E837.154" \1 -6+0 581145-+81e +- +0 8E +1-4340- -8
0-2FH -64 0-325-234 8E -64 #×# 7.-3+9 ./,4:3. E387 -64 J8+1- 8E c+4I 8E +F41-+EH+1, c.3+820
-HJ40 8E 58772-.-+c4 72/-+J/+5.-+c4 ,382J0 581-.+14F +1 -64 ./,4:3."

K#8;2� ./� 012. ������3
�/� 456�7�������8 �9::� ;λ �= 0<
��6 �/� ,×, 7����= �83�>�� ;λ = 1<

◦ e0 e1 e2 e3
e0 e0 e1 0 0
e1 0 / λe0 e1
e2 e2 λe3 0 0
e3 0 0 e2 e3

^6+0 J.J43 5810+F430 -64 0-325-234 8E -64 #×# 7.-3+9 ./,4:3. .1F +1-38F2540 . 14I
J80-=b2.1-27 0+,1.-234 ./,83+-67 :.04F 81 . 18c4/ E837 8E -64 _*[D"

�� I0-F.0F-, )1 0/, �×� *&0-2E &63,G-& +,0 )J,- GF (p)� `810+F43 -64 0325-234 8E
-64 �QZZ0 04- :H .̂:/4 E83 F+G4341- c./240 8E -64 0-325-23./ 584�5+41- λ. �83 .1 .3:+-3.3H
�94F c./24 8E λ -64 ./,4:3. 581-.+10 -64 ,/8:./ -I8=0+F4F 21+- E = (1, 0, 0, 1). ^64 c45-830
G = (g0, g1, g2, g3) 0.-+0EH+1, -64 181=4b2./+-H g0g3 �= λg1g2 .34 +1c43-+:/4" ^64 c45-830
N = (n0, n1, n2, n3) 0.-+0EH+1, -64 581F+-+81 n0n3 = λn1n2 .34 181=+1c43-+:/4" �387 -64
/.--43 4b2./+-H 814 5.1 4.0+/H 068I -6.- -64 127:43 8E 181=+1c43-+:/4 c45-830 581-.+14F +1
-64 ./,4:3. +0 4b2./ -8 ηN = p3 + p2 − p .1F -64 127:43 8E +1c43-+:/4 c45-830 h-64 83F43
8E -64 72/-+J/+5.-+c4 ,382J 8E -64 ./,4:3.j +0 4b2./ -8

Ω = p4 − ηN = p(p− 1)
(
p2 − 1

)
.

`810+F43 -64 04- 8E -64 c45-830 X -6.- .34 J4372-.:/4 I+-6 . �94F c45-83 A" ^64
c45-830 X = (x0, x1, x2, x3) 5.1 :4 587J2-4F E387 -64 c45-83 4b2.-+81 A ◦ X = X ◦ A
-6.- 5.1 :4 34F254F -8 -64 E8//8I+1, 0H0-47 8E -6344 /+14.3 4b2.-+810 I+-6 -64 21�18I10
x0, x1, x2e .1F x3r

λa2x1 − λa1x2 = 0,

a1x0 + (a3 − a0) x1 − a1x3 = 0,

a2x0 + (a3 − a0) x2 − a2x3 = 0.

hlj

*4J41F+1, 81 -64 5883F+1.-40 8E -64 c45-83 A, -64 5.040 0682/F :4 5810+F434F"
\" `.04 a1 = a2 = 0. ^64 0H0-47 hlj 34F2540 -8

(a3 − a0) x1 = 0,

(a3 − a0) x2 = 0.

\E a3 �= a0, -641 814 ,4-0 -64 08/2-+81 0J.54

X = (x0, x1, x2, x3) = (d, 0, 0, h) , h#j
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6434 d, h = 0, 1, . . . , p − 1" ^64 04- h#j F4053+:40 . 58772-.-+c4 02:./,4:3. 8E 83F43 p2

-6.- 581-.+10 2p− 1 F+G4341- 181=+1c43-+:/4 c45-830 8E -64 E8370 (d, 0, 0, 0) .1F (0, 0, 0, h).
]2/-+J/+5.-+c4 ,382J Γ1 8E -6+0 02:./,4:3. +0 5H5/+5 .1F 6.0 83F43 Ω1 = p2 − (2p − 1) =
(p−1)2. P14 5.1 068I -6.- -64 ,382J Γ2 J80040040 #=F+7410+81./ 5H5/+5+-H h+1 -4370 8E kYnje
+" 4"e +-0 7+1+727 ,4143.-83 0H0-47 +15/2F40 -I8 c45-830 8E -64 83F43 p− 1.

\E a3 = a0, -641 A +0 . 05./.3 c45-83 .1F -64 08/2-+81 0J.54 8E -64 0H0-47 hlj +15/2F40
.// c45-830 8E -64 ./,4:3."

\\" `.04 a1 = 0, a2 �= 0. ^64 0H0-47 hlj 34F2540 -8

x1 = 0,

x3 = x0 +
(a3 − a0)

a2
x2

.1F -64 08/2-+81 0J.54 8E -6+0 0H0-47 +0 F4053+:4F .0 E8//8I0r

X = (x0, x1, x2, x3) =

(
d, 0, h, d+

(a3 − a0)

a2
h

)
,

I6434 d, h = 0, 1, . . . , p − 1" ^64 /.--43 04- +15/2F40 181=+1c43-+:/4 c45-830 0.-+0EH+1, -64

581F+-+81 d
(
d+ (a3−a0)

a2
h
)
= 0. ^64 /.--43 581F+-+81 04-0 -64 -I8 02:04-0 8E 181=+1c43-+:/4

c45-830r +j X =
(
0, 0, h, (a3−a0)

a2
h
)

.1F ++j X =
(
− (a3−a0)

a2
h, 0, h, 0

)
e I6+56 +1-43045-

+1 -64 �438 c45-83 (0, 0, 0, 0).
\\." `.04 a0 �= a3. ^6+0 02:5.04 583340J81F0 -8 58772-.-+c4 02:./,.:3. 8E 83F43 p2

I6+56 +15/2F40 2p − 1 181=+1c43-+:/4 c45-830 .1F 72/-+J/+5.-+c4 ,382J Γ1 8E 83F43 Ω1 =
(p− 1)2.

\\:" `.04 a0 = a3. ^6+0 02:5.04 583340J81F0 -8 58772-.-+c4 02:./,.:3. 8E 83F43 p2

I6+56 +15/2F40 p 181=+1c43-+:/4 c45-830 8E -64 E837 (0, 0, h, 0) .1F 581-.+10 . 72/-+J/+5.-+c4
,382J Γ2 8E 83F43 Ω2 = p2 − p = p(p− 1).

\\\" `.04 a1 �= 0, a2 = 0. ^64 0H0-47 hlj 34F2540 -8

x2 = 0,

x3 = x0 +
(a3 − a0)

a1
x1

.1F -64 08/2-+81 0J.54 8E -6+0 0H0-47 +0 F4053+:4F .0 E8//8I0r

X = (x0, x1, x2, x3) =

(
d, h, 0, d+

(a3 − a0)

a1
d

)
,

I6434 d, h = 0, 1, . . . , p − 1" ^64 /.--43 04- +15/2F40 181=+1c43-+:/4 c45-830 0.-+0EH+1, -64

581F+-+81 d
(
d+ (a3−a0)

a1
h
)
= 0. ^64 /.--43 581F+-+81 04-0 -64 -I8 02:04-0 8E 181=+1c43-+:/4

c45-830r +j X =
(
0, h, 0, (a3−a0)

a1
h
)

.1F ++j X =
(
− (a3−a0)

a1
h, h, 0, 0

)
"

\\\." `.04 a0 �= a3. ^6+0 02:5.04 583340J81F0 -8 58772-.-+c4 02:./,.:3. 8E 83F43 p2

I6+56 +15/2F40 2p − 1 181=+1c43-+:/4 c45-830 .1F 72/-+J/+5.-+c4 ,382J Γ1 8E 83F43 Ω1 =
(p− 1)2.

\\\:" `.04 a0 = a3. ^6+0 02:5.04 583340J81F0 -8 58772-.-+c4 02:./,.:3. 8E 83F43 p2

I6+56 +15/2F40 p 181=+1c43-+:/4 c45-830 8E -64 E837 (0, h, 0, 0) .1F 581-.+10 . 72/-+J/+5.-+c4
,382J Γ2 8E 83F43 Ω2 = p(p− 1). \- +0 4.0H -8 068I -6.- Γ2 +0 . 5H5/+5 ,382J"
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\�" `.04 a1 �= 0, a2 �= 0. ^64 0H0-47 hlj 34F2540 -8

x2 =
a2
a1
x1,

x3 = x0 +
(a3 − a0)

a1
x1

.1F -64 08/2-+81 0J.54 8E -64 0H0-47 hlj +0 F4053+:4F .0 E8//8I0r

X = (x0, x1, x2, x3) =

(
d, h,

a2
a1
h, d+

(a3 − a0)

a1
h

)
, h&j

6434 d, h = 0, 1, . . . , p− 1" .̂�+1, +1-8 .55821- -64 181=+1c43-+:+/+-H 581F+-+81e E83 c45-830
E387 -64 04- h&j 814 5.1 I3+-4

d2 +
(a3 − a0)

a1
hd− λ

a2
a1
h2 = 0,

d =
(a3 − a0)±

√
Δ

2a1
h,

I6434 Δ = (a3 − a0)
2
+ 4λa1a2"

\�." `.04 Δ �= 0 +0 . b2.F3.-+5 340+F24 +1 GF (p). ^64 127:43 8E 181=+1c43-+:/4
c45-830 +1 -64 04- h&j 4b2./0 -8 2p− 1 .1F -64 58772-.-+c4 02:./,4:3. 04- :H h&j +15/2F40
72/-+J/+5.-+c4 ,382J 8E -64 Γ1 -HJ4"

\�:" `.04Δ �= 0 +0 . b2.F3.-+5 181=340+F24 +1GF (p). ^64 58772-.-+c4 02:./,4:3. 04-
:H h&j +15/2F40 -64 0+1,/4 181=+1c43-+:/4 c45-83 (0, 0, 0, 0) .1F 34J34041-0 -64 �4/F GF (p2)
I+-6 5H5/+5 72/-+J/+5.-+c4 ,382J Γ3 8E 83F43 Ω3 = p2 − 1.

\�5" `.04 Δ = 0. ^64 127:43 8E 181=+1c43-+:/4 c45-830 +1 -64 04- h&j 4b2./0 -8
p .1F -64 58772-.-+c4 02:./,4:3. 04- :H h&j +15/2F40 72/-+J/+5.-+c4 ,382J Γ2 8E 83F43
Ω2 = p(p− 1).

^620e -64 0-2F+4F (=F+7410+81./ �QZZ 581-.+10 49.5-/H -6344 -HJ40 8E 58772-.-+c4
02:./,4:3.0 8E 83F43 p2, I6+56 .34 56.3.5-43+�4F +1 -HJ4 8E 72/-+J/+5.-+c4 ,382J" Z3:+-3.3H
-I8 8E -64 02:./,4:3.0 +1-43045- 49.5-/H +1 -64 02:04- 81 05./.3 c45-830" \1F44Fe 4.56 8E -64
c45-830 -6.- +0 18- . 05./.3 c45-83 F4�140 . 0+1,/4 58772-.-+c4 02:./,4:3. 8E 83F43 p2. S.56
8E -64 02:./,4:3.0 581-.+10 p2−p 21+b24 181=05./.3 c45-830 .1F -64 (=F+7410+81./ �QZZ
581-.+10 p4 − p F+G4341- 181=05./.3 c45-830e -6434E834 E83 127:43 η 8E -64 58772-.-+c4
02:./,4:3.0 8E .// -6344 -HJ40 I4 ,4- -64 E8//8I+1, E8372/.r

η =
p4 − p

p2 − p
= p2 + p+ 1.

O2JJ804 ke te .1F u F418-4 127:43 8E F+G4341- 58772-.-+c4 ,382J0 8E -64 -HJ40 Γ1e Γ2e
.1F Γ3 583340J81F+1,/H" ^641 I4 6.c4 η = k + t+ u .1F

k + t+ u = p2 + p+ 1. h(j

.̂�+1, +1-8 .55821- -6.- -64 04- 8E 05./.3 c45-830 +15/2F40 p−1 +1c43-+:/4 c45-830e 814 5.1
I3+-4

(Ω1 − (p− 1)) k + (Ω2 − (p− 1)) t+ (Ω3 − (p− 1))u = Ω− (p− 1),(
(p− 1)2 − (p− 1)

)
k + (p(p− 1)− (p− 1)t +

(
p2 − 1− (p− 1)

)
u =

= p(p− 1)(p2−1)− (p− 1),

(p− 2)k + (p− 1)t+ pu = p3 − p− 1.

h;j
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8̂ �1F -64 c./24 te 5810+F43 -64 127:43 8E 181=+1c43-+:/4 c45-830 A 34/.-+1, -8 -64
`.04 \�5e +" 4" a1 �= 0, a2 �= 0,Δ = 0e I6+56 F4�14 -64 58772-.-+c4 02:./,4:3.0 581-.+1+1,
72/-+J/+5.-+c4 ,382J0 8E -64 Γ2 -HJ4" O256 c45-830 0.-+0EH -64 581F+-+810 a0a3 − λa1a2 �= 0
.1F Δ = (a3 − a0)

2 + 4λa1a2 = 0. �387 -64 581F+-+81 Δ = 0 I4 6.c4 (a3 + a0)
2 =

0 .1F a3 = −a0. ^620e -64 `.04 \�5 ,+c40 (p − 1)2 F+G4341- c45-830 A -6.- 04- -64
02:./,4:3.0 581-.+1+1, -64 Γ2 -HJ4 ,382J0" S.56 8E -64 02:5.040 \\: .1F \\\: ,+c40 8-643
p− 1 21+b24 c45-830 A 04--+1, -64 02:./,4:3.0 581-.+1+1, -64 Γ2 -HJ4 ,382J0" 8̂-.//He I4
6.c4 (p−1)2+2(p−1) = (p−1)(p+1) 8E -64 0.+F c45-830 A. Sc43H 8E -64 0.+F 02:./,4:3.0
581-.+10 p− 1 8E -64 0.+F c45-830 A .1F t ./,4:3.0 581-.+1 t(p− 1) = (p− 1)(p+1) 8E -64
0.+F 181=+1c43-+:/4 c45-830e -6434E834e

t = p+ 1.

�387 h(j .1F h;j I4 6.c4

k =
p(p+ 1)

2
, u =

p(p− 1)

2
.

�� K/, 4-)4)+,( 4)+0DLF&'0F* +23'&0F-, +./,*,� O2JJ804 . #×# 7.-3+9
./,4:3. +0 F4�14F 8c43 -64 �4/F GF (p) I+-6 J3+74 p = 2q + 1, I6434 q +0 . #;C=:+- J3+74"
R4143.-+81 8E -64 J2:/+5 �4H +1 -64 E837 8E 7.-3+540 (Y, T, Z) +0 J43E8374F .0 E8//8I0r

lj 04/45- .- 3.1F87 .1 +1c43-+:/4 #×# 7.-3+9 G 581-.+14F +1 . 5H5/+5 ,382J 8E -64 Γ1

-HJ4 h20+1, 3402/-0 8E O45-+81 # 814 5.1 4.0+/H -8 J38J804 . 74-68F E83 +7J/4741-+1, -6+0
0-4Jj{

#j ,4143.-4 . 21+E837/H 3.1F87 +1c43-+:/4 #×# 7.-3+9 A .1F +1-4,43 x < q .1F
587J2-4 -64 7.-3+9 Y = AGxA−1;

&j ,4143.-4 . 21+E837/H 3.1F87 +1c43-+:/4 #×# 7.-3+9 B .1F +1-4,43 λ < p .1F
587J2-4 -64 7.-3+9 Z = BGB−1λ;

(j 587J2-4 -64 7.-3+9 T = AGuB−1.
^64 0+�4 8E J2:/+5 �4H 4b2./0 .JJ389+7.-4/H -8 &$( :H-40" ^64 J3+c.-4 �4H 583340J81=

F+1, -8 -64 5./52/.-4F J2:/+5 �4H 34J34041-0 -6344 7.-3+540 G, A, B, .1F -I8 +1-4,430 x
.1F λ. ^64 0+�4 8E J3+c.-4 �4H 4b2./0 -8 .:82- (($ :H-40"

%&�X*�5&* Y�& +*�*&�'8�� �Y 'Z* <8+��'5&* (e, s, σ) -8 -64 4/45-381+5 F852741- M r
• 04/45- .- 3.1F87 +1-4,430 k < q, ρ < p .1F 5./52/.-4 7.-3+9 R = AGkB−1ρ;
• 20+1, 0874 0J45+�4F #;C=:+- 6.06=E215-+81 fh 587J2-4 -64 6.06 c./24 e E387 -64

F852741- M -8 I6+56 -64 7.-3+9 R +0 5815.-41.-4Fr e = fh(M,R). ^64 c./24 e +0 -64
�30- 0+,1.-234 4/4741-{

• 5./52/.-4 -64 04581F 0+,1.-234 4/4741- s = k−u−ex mod q .1F -64 -6+3F 0+,1.-234
4/4741- σ = ρλ−s.

^64 0+,1.-234 0+�4 4b2./0 14.3 -8 YC :H-4" `87J2-.+81./ F+�52/-H 8E -64 0+,1.-234
,4143.-+81 5.1 :4 40-+7.-4F .0 814 49J8141-+.-+81 8J43.-+81 +1 -64 #×# 7.-3+9 ./,4:3.
h.JJ389+7.-4/H &)K# 72/-+J/+5.-+810 +1 GF (p)j"

)8+��'5&* �*&8[X�'8�� @&�X*�5&* +15/2F40 -64 -6344 0-4J0r
• 587J2-4 -64 7.-3+9 R′ = Y eTZsσ;
• 587J2-4 -64 c./24 e′ = fh (M,R) ;
• +E e′ = e, -641 -64 0+,1.-234 +0 .554J-4F .0 ,412+14e 4/04 +- +0 34�45-4F"
`87J2-.+81./ F+�52/-H 8E -64 0+,1.-234 c43+�5.-+81 5.1 :4 40-+7.-4F .0 # 49J8141=

-+.-+810 +1 -64 #×# 7.-3+9 ./,4:3. h.:82- Cl(# 72/-+J/+5.-+810 +1 GF (p)j"
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I�&&*X'�*<< @&��Y 8E -64 0+,1.-234 056474 +0 .0 E8//8I0r

R′ = Y eTZsσ =
(
AGxA−1

)e (
AGuB−1

) (
BGB−1λ

)s
σ =

= AGxe+u+sB−1λs
(
ρλ−s

)
= AGxe+u+k−u−exB−1ρ = R,

{R′ = R} ⇒ fh (M,R′) = fh (M,R) ⇒ e′ = e.

^620e -64 583345-/H 587J2-4F 0+,1.-234 (e, s, σ) J.0040 -64 c43+�5.-+81 J3854F234 .0 . ,4=
12+14 0+,1.-234"

�� M62'( +23'&0F-, 4-)0).)6� �/+1F F+,+-./ 0+,1.-234 +0 204F -8 08/c4 J38:/470 8E
41023+1, -64 .181H7+-H h181=-3.54.:+/+-Hj 8E 20430 -6.- .3+04 +1 0874 0J45+./ +1E837.-+81
-45618/8,+40 kl)e llne E83 49.7J/4e 4/45-381+5 7814H 0H0-470 .1F 04534- 4/45-381+5 c8-+1,"
�/+1F 0+,1.-234 +0 587J2-4F :H . 0+,143 +1 -64 J385400 8E +1-43.5-+1, I+-6 0874 2043 h5/+41-j"
^64 0+,143 2040 6+0 J43081./ J3+c.-4 �4H -8 5./52/.-4 -64 :/+1F 0+,1.-234 .1F -3.10E430 +-
-8 -64 5/+41-" d0+1, -64 :/+1F 0+,1.-234e -64 5/+41- 587J2-40 .1 .2-641-+5 0+,1.-234 8E -64
0+,143 -8 0874 F852741- -8 I6+56 -64 0+,143 F840 18- 6.c4 .55400 F23+1, -64 J38-858/
49452-+81" \1 .FF+-+81e -64 .181H7+-H 8E -64 5/+41- +0 410234F :H -64 E.5- -6.- F23+1, -64
J38-858/ 64 +1-38F2540 814 83 -I8 3.1F87 :/+1F+1, E.5-830 +1-8 -64 :/+1F 0+,1.-234" ZE-43
3454+c+1, . :/+1F 0+,1.-234 E387 -64 0+,143e -64 5/+41- 3478c40 -64 :/+1F+1, E.5-830e -6434:H
5./52/.-+1, -64 -324 0+,1.-234"

d0+1, -64 F4053+:4F 0+,1.-234 056474 .1F .JJ/H+1, . 05./.3 :/+1F+1, E.5-83 μ .1F -64
/4E- Y ε .1F 3+,6- Zτ :/+1F+1, E.5-830 +1 -64 E837 8E -I8 7.-3+540e 814 5.1 J38J804 -64
:/+1F 0+1.-234 J38-858/"

l" ^64 0+,143 04/45-0 .- 3.1F87 +1-4,430 k < q, ρ < p .1F 5./52/.-4 7.-3+9 R∗ =
AGkB−1. ^64 /.--43 +0 041F -8 -64 5/+41-"

#" ^64 5/+41- ,4143.-40 3.1F87 181=14,.-+c4 +1-4,430 ε < q, τ < q, .1F μ < p
.1F 5./52/.-40 -64 7.-3+9 R = Y εR∗Zτμ" ^641 64 587J2-40 -64 �30- 0+,1.-234 4/4741-
8E . c./+F 0+,143�0 0+,1.-234 e = fh(M,R) .1F -64 �30- 4/4741- 8E -64 :/+1F 0+,1.-234
e∗ = e− ε mod q. ^64 c./24 e∗ +0 041- -8 -64 0+,143" h^64 F852741- M +0 J34J.34F :H -64
5/+41-"j

&" ^64 0+,143 5./52/.-40 8-643 4/4741-0 8E -64 :/+1F 0+,1.-234r -64 04581F s∗ = k −
u− e∗x mod q .1F -64 -6+3F σ∗ = ρλ−s∗ 4/4741-0" ^641 64 041F0 -64 c./240 s∗ .1F σ∗ -8
-64 5/+41-"

(" ^64 5/+41- 5./52/.-40 -64 04581F .1F -6+3F 4/4741-0 8E -64 c./+F 0+,143�0 0+,1.-234r
s = s∗ + τ mod q .1F σ = σ∗μ.

I�&&*X'�*<< @&��Y 8E -6+0 :/+1F 0+,1.-234 J38-858/ +0 J43E8374F .0 J38c+1, -6.- -64
82-J2- 0+,1.-234 (e, s, σ) J.0040 -64 c43+�5.-+81 J3854F234 8E -64 J38J804F 0+,1.-234
056474 .0 . ,412+14 0+,1.-234r

R′ = Y eTZsσ = Y e∗+εTZs∗+τσ∗μ =

= Y εY e∗TZs∗σ∗Zτμ = Y εR∗Zτμ = R ⇒
⇒ fh (M,R′) = fh (M,R) ⇒ e′ = e.

"� H2+.F++2)' &'( .)'.6F+2)'� ^64 J3+c.-4 c./24 x 5.1 :4 5810+F434F .0 . /8,.3+-67
+1 . 6+FF41 5H5/+5 ,382J ,4143.-4F :H -64 04534- 7.-3+9 G. ^6434E834e -64 0+,1.-234 056474
+1-38F254F +1 O45-+81 & 5.1 :4 5.//4F . _*[D=:.04F 056474e /+�4 -64 0+,1.-234 ./,83+-670
F4053+:4F +1 k;e Ke $n" ^64 7.+1 581-3+:2-+81 -8 -64 04523+-H 8E -64 J38J804F 0+,1.-234
056474 +0 +1-38F254F :H -64 49J8141-+.-+81 8J43.-+81 Gx J43E8374F +1 -64 6+FF41 ,382J
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,4143.-4F :H -64 7.-3+9 G. ^64 c./24 Gx +0 581-.+14F +1 . 6+FF41 E837 +1 -64 �30- 4/4741-
8E -64 J2:/+5 �4H Y = AGxA−1.

Z1 +7J83-.1- J8+1- 8E -64 J38J804F 0+,1.-234 056474 +0 -64 204 8E -64 05./.3
72/-+J/+5.-+81 .0 .1 .FF+-+81./ 7.0�+1, 8J43.-+81e I641 587J2-+1, -64 4/4741- Z =
BGB−1λ. *24 -8 05./.3 72/-+J/+5.-+81e -64 J4372-.:/4 7.-3+540 Y .1F TZT−1 .34
581-.+14F +1 F+G4341- 5H5/+5 ,382J0" ^6434E834e 5810-325-+81 8E J43+8F+5 E215-+810 81 -64
:.04 8E J2:/+5 �4H 4/4741-0 /4.F0 -8 -64 E837.-+81 8E J43+8F0 I+-6 . /41,-6 F4-437+14F
:H -64 c./240 q h83F43 8E -64 7.-3+9 Gj .1F p − 1 h83F43 8E 05./.3 c./24 λj .1F -64 204
8E b2.1-27 ./,83+-670 kl#ml(n -8 5./52/.-4 -64 c./24 8E x F840 18- 0447 587J2-.-+81.//H
J800+:/4" ^620e F24 -8 05./.3 72/-+J/+5.-+81 .1F 04/45-+1, -64 7.-3+9 G E387 814 8E -64
Γ1=-HJ4 ,382J0e -64 J80-=b2.1-27 04523+-H F40+,1 53+-43+81 J38J804F +1 kl;n +0 0.-+0�4F :H
-64 J38J804F 0+,1.-234 056474" \1 -64 0+,1.-234 0564740 k;e $e l;n -4561+b24 8E F82:/+1,
-64 c43+�5.-+81 4b2.-+81 I.0 .JJ/+4F -8 0.-+0EH -6.- 53+-43+81" ^64 0.+F -4561+b240 F4�140
/.3,43 0+�40 8E J2:/+5 �4H .1F 0+,1.-234 .1F /8I43 J43E837.154 8E 0+,1.-234 0564740"

*24 -8 20+1, -64 -64 #×# 7.-3+9 ./,4:3. .0 ./,4:3.+5 02JJ83- .1F . 14I F40+,1e -64
J38J804F 0+,1.-234 056474 J80040040 0+,1+�5.1-/H 6+,643 J43E837.154 .1F 07.//43 0+,1.=
-234 0+�4 -6.1 -64 _*[D=:.04F 0564740 J34041-4F +1 k;e $e l;n" \1 .FF+-+81e -64 +1-38F254F
0+,1.-234 056474 5.1 :4 204F -8 +7J/4741- . :/+1F 0+,1.-234 J38-858/"

P14 5.1 02JJ804 -6.- .̂:/4 J34041-0 . J.3-+52/.3 5.04 8E 0J.304 ��] 0̂ I6+56 04-
c.3+820 (=F+7410+81./ �QZZ0 I+-6 587J2-.-+81.//H 4�5+41- c45-83 72/-+J/+5.-+81e I6+56
34J34041- +1-4340- .0 ./,4:3.+5 02JJ83- 8E -64 _*[D=:.04F 0+,1.-234 0564740" O4.356 8E
8-643 0J.304 ��] 0̂ .1F +1c40-+,.-+81 8E -64 0-325-234 8E -64 �QZZ F4�14F :H -647
34J34041-0 . -8J+5 8E . E23-643 3404.356"
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