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PE3IOME ITPOEKTA
HayuHo-ucciefoBaTeNlbCKU  MPOEKT /11 MarucTpoB  KadeApbl TPOLIeCCOB

YI1paB/IEHHUA KOMITBIOTEPHOT'O MOAE/IMPOBAHKUA 1 MHOT'OTIPOLIE CCOPDHBIX CUCTEM

HA3BAHHE: OH/TAUH-3AIIUTA JAHHBIX

Wwms uccnenoarensi: Xakd3uMaHa JDBe/TMH

II



OmnsaiiH-3alUTa JAHHBIX - 3TO TIPOeKTHas paboTa, KOTopasi MOMOYKeT TTOCTPOUTD
3 deKTUBHBIM KOHTPOJIb 0e30MacHOCTH JaHHBIX A cuctembl OUAN. OnHa
HarpaBJieHa Ha pa3pabOoTKy CKPHUIITOB /it 0OHapy>keHUs ¥ coo01jeHust 00 yrpo3ax
B CJIyuyae TIOTBITOK XaKepoB aTakoBaTh cucTeMmy. Cucrema OyzneT CayuTtb Gosee
HaZIeXKHBIM U 3¢ (EeKTUBHBIM Cpe/icTBOM 00pbObI C XaKepCKOW yrpo30i, oripeieisis
U coo0lljasi 0 ero ToBeJeHUM WIM 3TUX yrpo3ax. Kpome Ttoro, pa3zpaboTaHHbIe
CKpUNTHI OyyT 4YWTaTh >KypHa/lbl Xakepa W TIPOBepSITh Takoe TIOBeJeHHe B
cucrteme. Ecmu kakoe-nibo moBefieHHe OOHapy>keHO, OHO OyzieT 3amvcaHo B

orpezie/ieHHbIN (aiin unm B 6asy JaHHBIX.
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I'maBa 1

OBILIEE BBEJEHUNE

HbiHel1Hee TIOKOJIEHHE UCTIBIThIBAT TEXHOJOTUU B 00/1aCTH [JOCTyIIa K CUCTeMe U
JOCTyTa K JJaHHbIM. B CBsI3u € pa3BUTHEM TeXHOJOTUN B 00/aCTH CUCTEMHOTO
JOCTyMa W JOCTyla K JAAHHBIM, B UaCTHOCTU WH(OPMALIMOHHBIX TeXHOJIOTUH,
XaKepbl TMBITAIOTC  aTakoBaTh OHJIAWH-CUCTEMY C T[UIOXOW Lenbio. B
Kubep6e3omacHOCTH  KOH(UAEHIMATbHOCTb, 1I€JIOCTHOCTh U [IOCTYITHOCTB
SBJISIIOTCSL  37ieMeHTaMy  0e30MacHOCTH  JaHHBIX Hallla Ijefb-pa3paborate u
paboTaTh Haj| MPOEKTOM OHJIaliH-0e301MacCHOCTH [JaHHBIX C IIeJibl0 00ecrieueHust
noctynmHoctd cucteMbl B OUAN. OO6Hapy)keHHe I10/Ib30BaTe/IbCKUX YIPO3 B
cucteMax Linux Ha OCHOBe TIOBe[jeHUSI TIOMb30BaTeasi Mbl JAyMaeM 00
aBTOMaTUUeCKOM aHasiu3e COOpaHHBIX KypHa/IOB cucTeMbl Linux, co3iaBasi Baiiie
TIpOiyMaHHOe T10/I03pUTe/TbHOe TI0BeZieHre, KOTOpOe MOKeT TIOMOUb OOHapYKUTh
¥ COOOILUTL O TOTeHLMaJbHbIX yrpo3ax Oe3omacHoctu. [IpoekT Online data
security OyzeT HMeTb CI[eHapuu OO0O0JIOUKHM, KOTOpble OyayT IepHOoJuUeCKH
3aIMycKaTbCsl /11 UTeHWs] pa3/MuHbIX JIOT-(aiisioB, BBITIOJIHEHUS aHa/lW3a WU
MpeJjOCTaB/IeHUsl OTYeTa O 3aperuCTPUpPOBAHHOM HH(GOpPMALM, CKOpee MOXKHO
CKa3aTh, uTO cijeHapuii online data security ObT pafiiKaJbHO W3MEHEH C TOUKH
3peHUsi OCTYIHOCTH [JaHHBIX OpraHu3aluu U CIy>KO 0e30MacHOCTH CUCTEMBI.
[ToBemeHue Tob30BaTe st B cricteMe OyzieT u3MeHeHO B CBOMX Buzax. Kpome Toro,
TIOBe/leHre TI0/Ib30BaTesis, UIyliero nHhopMal1io, U3MeHWIOCh B 3aBUCHMOCTH

OT TOI'0o, KTO €CThb 1M UTO OH XOo4eT Ae/1dTh.



1.1 AcTopus pa3BuTHA KHOEPIPeCTYITHOCTH

KubepripeCcTymHOCTh BIIepBble Hauajach C TIIOMBITOK XaKepPOB TIPOHWUKHYTH B
KOMITbIOTepPHbIe ceTU. HekoTopkle Jenanu 3TO MPOCTO /sl OCTPBIX OLIYLeHUM OT
JIOCTyTa K BBICOKOYPDOBHEBOM 0€30MacHOCTH, CeTH, HO JIpyrve CTPeMU/IUChH
MOJIyYUTh CEKPeTHbIe [JaHHble, CEKPeTHble MaTepuasbl, MPEeCTYMHUKWA Hayaau
3apa’kaTh KOMIbIOTEPHbIE CHCTeMbl KOMITbIOTEPHBIMH BHPyCaMH, UTO TIPUBEJIO K

I[MIOJIOMKdM Had I1€PCOHAJIBHBIX M A€/JIOBBIX KOMIIbIOTEPAX.

1.2 ucropnyeckue npeAnoOCbLUIKYA UCC/Ie/J0BaHUA

OObequHeHHBI ~ WHCTUTYT — sJePHBIX  WCCIeAOBaHUM -  MeXXIyHapojHas
Me)XMpaBUTebCTBEHHAass HAyUHO-HUCC/e/joBaTebCKasi OpraHu3alusi B HayKorpaze
Iybna MockoBckoi obmacty, uMeroljasi B Hacrosiiiiee BpeMsi 18 rocymapcTs-
yyieHoB OUSN. VccnenoBanusi B 006/1aCTH sepHOM (DU3UKH HauaMCh eIlle B TO/bI
Benmukoit OTeuecTBEHHOW BOMHBI MO MHULMaTUBe akagemuka V. B. Kypuarosa,
KOTOPBIN B3s71 Ha Cebsi PYKOBOJCTBO DPa3BUTHEM COBETCKOW aTOMHOM HayKud U
TEeXHUKU M cobpan B MoCKBe CBOMX yUeHMKOB U PsiJi BbIJAIOIIUXCS COBETCKUX

yUY€eHbIX.



Professor [.V.Kurchatov together with a postgraduate student M.G.

Meshcheryakov working at the first Soviet cyclotron in the Radium Institute, 1936

[To BocriomuHanusam M. I'. MelepsikoBa, BO BTOPOU ToioBrMHe 1944 roga B Kpyrax
COBETCKMX YUeHbIX, 3aHHUMAIOIIUXCS HWCCIeJOBaHUSIMM B 00/1aCcTH  siZilepHOU
¢uY3MKY, Hayasachb JAUCKYCCUSI O BO3MOKHOCTHM CTPOMTE/NbCTBA yCKOpPHUTEseu
3/IeMeHTapHbIX 4acTul] B Haileu crpaHe. [lox pykoBoacTBom akajemuka M. B.
KypuaroBa B Jlaboparopuu Ne 2 AH CCCP 06bUI0 TIpOBEIEHO HeCKOJIBKO
CoBelllaHMM Ha 3Ty TeMy. BrocsieactBum 35Ta JiabopaTtopus, OCHOBaHHas
BBI/IAIOIMMCST yUeHbIM, Obuta rpeobpa3oBaHa B MHCTUTYT aToMHOM 3Heprun AH
CCCP (upiHe HayuHo-ucciefoBaTenbCKuil LieHTp “KypuaToBcKuii MHCTUTYT”). B
pe3y/ibTaTe OOCYXK/eHHsT BO3HMK/JIA WUAes O TOM, UTO g TIOAeP>KKU
TepPCIeKTUBHBIX HarpaB/ieHui (pyHZameHTalbHBIX (DU3NUECKUX KCCAeloBaHUN B
CoBetckom Coro3e HeoOXOAMMO TIOCTPOUTH JBa YCKOPHUTE/NsI C PeKOPAHBIMU

SHEpPrusiMU-yCKopuTeab TIpoToOHOB Ha 450-500 M»s3B ¢ mocienyrommm



yBenmueHueM 70 650-700 M5B u yckopuTesib 371IEKTPOHOB Ha SHEPTWM HE MeHee

250 MaB.

Cucrema Linux uMeeT cBo# criocob BefieHUsI KYPHA/IOB BCETO, UTO TPOUCXOHUT B
cucteMe. Mbl NIPUILILIK K H/Jjee Orpe/le/TMTh KOHKPeTHOe ToBe/ieHre T10/Ib30BaTess,
KOTOpOe, TI0 HallleMy MHEHHIO, MOKET OBbITb T10/[03PUTETbHBIM WU TIPe/ICTaB/ISATh
yrpo3y [jisi CUCTeMbl, U HalWCaTh ClieHapUi, KOTOpbIK OyzeT 3amyiieH, 4ToObI

Co00LUTh 00 3THX Belljax.

1.3 mocTaHOBKa 3a/ja4y MCC/IeI0BAHUA

JlornH cucTeMbl He MOKET OTPaHHUUMTDL I10/Ib30BaTesiel, He MOXXeT COOOIIUTH O
nporiecce BeJileHUs] JKypHaia, CUCTeMa He MOJKeT T[pPeJOCTaBUTh CIIOCOObI
oOHapykeHHsI ¥ COOOIIeHHs] O TOTeHI[MaTbHOM yrpo3e Oe3ormacHOCTH. B Haiiem

MCCJIe/I0BaHUY OCHOBHBIMU SIB/ISIFOTCS CJle/lytolye pobieMsl:

* Xakepbl MOTYT TOMbITaTbCSI BOWTH B CUCTEMY MOXeT B pa3HOe BpeMsi U B
KOPOTKHE CPOKH.

* Xakepbl MOTYT TOTIPOO0OBaTh HECKOJILKO TIOTIHITOK BXO/la B CUCTEMY 10 TeX TIOp,
TOKa OH He BOW/IeT B CUCTEMY U MOC/Ie TOro, KaK OH MOXKeT YCTaHOBUTh HEKOTOPHIE
MakeThbl WK 3arpy3uTh (hailyibl B CUCTEMY, @ 3aTeM B cucTeMe Linux WHUIUUpYeT

CeTeBYIO CBA3b C OJHMM U T€M XK€ NCXOAHbIM IP-&APECOM HEeCKOJIBKHUX IIOIIbITOK.



1.4 pereHue ucc/iej0BaTe/IbCKUX 3a/ia4

Mebl HeMmezJIeHHO oOrpefie/lMM KOHKDETHOe [OBe/leHHe [10/1b30BaTesisl, KOTOpOoe
MOKeT OBbITb TMO/03PUTE/NbHBIM WM TIPeACTaB/AATh yrpo3y [Jis CUCTeMbl, U
HaMuileM ClieHapyud, KOTopble OyAyT 3amyljeHbl, 4ToObl COOOMIUTH 006 3THX
yrposax.

Mbl nuilieM [pyroil clieHapui, KOTopbiii OyneT uuTaTh KypHajlbl U TPOBEPSTH
TakKoe TIOBe/IeHHe B CUCTEMe, eC/TM KaKoe-TH00 ToBezieHre 00Hapy»KeHo, OHO Oyziet

3arMcaHo B KOHKPETHBIN (paiis oTyeTa WM B 6asy JaHHBIX.

1.5 nes1b uccief0BaHus

it 3alUTBI YUYETHBIX 3amvced B CETH TyTeM IIPUHATAS Habopa CpejCcTB
yIpaB/eHUsl, CUCTEMbI U METOJOB, OMNpeJesIOIIMX OTHOCUTE/bHYI0 Ba’KHOCTb
pa3MUHbIX HaOOPOB JJaHHBIX MX UYBCTBUTE/JLHOCTb M JIOTUUECKU 3all[UITIAFOIITIX
cuctemy OWMSAN or XakepoB, TbITAIOTCSI BOWTM B  CUCTEMY uepe3
rccnenoBaTeibckoe Ha3BaHue online data security. [TyTeM pa3pabOTKM CKPHIITOB-

KOZIOB [I71s1 0OOHapY KeHHs ¥ COOOIIeHs O TIOBeZIeHUU XaKepOB.



1.6. MoTuBanusa 1 3aMHTepPeCOBAHHOCTH MPOEKTA

MoTtuBanusa

Kak ctygeHT CaHkT-IleTepOyprckoro rocyiapCTBeHHOrO YHUBEPCUTETa, KOTOPbIiA
Tipoliiesl yepe3 MCCAej0BaHUs 10 KubepOe3ornacHOCTH, KOJUPOBAHUIO U [U3aiiHy
1oCjie yyera TOro, KakK IIPOLIeCC 3allUThbl JaHHBIX OCYIIeCTB/IAETCS B CUCTeMe
OUsAN, Mbl HaMeTUIW HEKOTOpble TpoOseMbl B 00pabOTKe TMpollecca 3allyThI
JIAHHBIX M3-3a OHJIaliH-CHUCTEMBI, a TaK)Ke 1Mocye HabmofeHus 3a TeM, Kak XaKephbl
MOI'YT aTakoBaTb CUCTEMY U TIOC/IeACTBUs, KOTOpble MOIYT IIOBIUATHL Ha
byHKLMOHATbHbIE BO3MOXKHOCTHA CHCTEMbI, TakKMM 00pa3oM, BCe 3TH (haKTOPHI
TIOATOJIKHY/IM Hac K pa3paboTKe KOZOB ClieHapueB, KOTOpble MOTYT TO3BOJIUTH

OUAN umeTsb 3al[YILIEHHYIO CUCTEMY.

OO01ecTBeHHBIH M KOHKPETHBIN HHTEpeC

001116 CTBEeHHBIN UHTEpPeC

Ota mnpoekTHas pabora OygeT WMeTh 3HAUUTe/bHbIE IIOCTEICTBUS B [ABYX
Pa3/IMUHbIX HafpapieHUsX. [1epBbii U3 HUX 3aK/IH0YaeTCsd B TOM, YTO IOCJIE TOTO,
Kak OyzeT BBelleHa OH/IAMH-3all[UTa JaHHBIX A cuctembl OWSAW, c omgHOM
CTOpOHbI, OHa Oymer obecrieueHa s obecrieyeHHsi  LIeJIOCTHOCTH
KOH(U/IeHI[MaTbHOCTH U [IOCTYITHOCTU KaK 3/leMeHTa CUCTeMHOM 0e30macHOCTH,
pabOTHUKM CMOTYT MCIO/bh30BaTh OH/IAH-CUCTEMY Yepe3 MHTEPHeT, He OracasiCh

XaKepOoB.



cneru¢uuecKuil UHTEpec

ITocko/bKy Cankr-IleTepbyprckuii roCyJ,apCTBeHHbIN YHUBEpPCUTET-3TO
YHUBEpPCUTeT, [[ie LeHUTCS U IOOLIpseTCs HayuyHas [eATe/IbHOCTb U WHHOBALY,
MHe ObIZIO paspellleHO YYacTBOBaTb B HACTOSIL[EM MaruCTepPCKOM TIPOEKTe,
KOTODBIH TIPUBJIEKaeT MOe WHTeJI/IeKTya/ibHOe JIF0OOIBITCTBO, YIOBJIETBOPSIET MO0

JK&KIy OTKDBITUW U [JaeT MHE BBIXO[ J/Is1 MOero TBOpPUeCTBa.

1.7 3HAUMMOCTD HCC/Ie0BAHMS

Pabora Haj MPOEKTOM TMOMOXXET BO MHOTOM 00e30TacUTh OH/IaWH-CUCTEMY B
OUSAN, noCKONbKY OHJIAMH-3allMTa JaHHBIX [MOMOXKET I10/b30BaTe/IsIM JOCTHYb
BCEro, Uero OHU XOTSAT [JOCTUUb, He TIPUXO/s B pa3/inuHble 0(HUCHI.

SIBHBIe TIperMyIIiecTBa 00paboTku MH(MOpMaluy B VHTepHeTe O CpaBHEHWIO C
TPaIML[MOHHbIMU He3allUIl[eHHbIMA CHCTeMaMH 3aK/IoualoTcsi B Gosiee BHICOKOM
A0xXomHOCTU. OHanH-3alUTa JaHHbBIX 103BOJISIeT M0/Ib30BaTe/siM OCYILeCTBIATh

CBOIO edATe/IbHOCTb, He OIIdCadACh XdKepOB.

1.8 3aaumn ucciegoBaHus

o0I1as meyb
Llenpto  JaHHOTO  TpOeKTa  sBsieTcsl  pa3paboTKa  CKPUMTOBBIX — KOJIOB,
obecrieunBaroLMX OMepaTHWBHBINA TPOLEeCC 3alUThl JaHHBIX B OHJIAWH-CHCTeMe
OUSAU. Koxsl ckpurita MO3BOMST OOHAPYXKUTh XakKepa TPU TOTBITKE aTaKOBATh
cucTeMy, UTOObI TIOYUYUTh AOCTYII B CUCTEMY C TJIOXOU L{eJbIO.

KOHKPpe€THasA [je/ib



KoHKpeTHasi 1le/lb 3TOrO IpOeKTa COCTOsila B TOM, 4YTOOBI TTpOaHa/IM3UPOBATh
6e3ormacHoCcTb OH/akH-cucTeMbl OUSAM u mpobsieMbl 3TOM CHUCTEMBI C 1I€JIbIO
pa3pabOTKH CKPUTITOBLIX KOZIOB JyisA obecrieueHrsi 6€301aCHOCTH 3TOM CHCTEMBI;
3TO MOKHO OTHCaTh CAeYIOLMM 00pa3oM:

* KoHKpeTHas 11e/lb COCTOUT B TOM, UTOOBI Mpe0CTaBUTh UHTErPUPOBaHHBIE
CKPUWITHI-KO/IbI [JIsi OTpejieJieHUsi TIOBeJieHUsI XaKepa, KOTOpbIM XO4YeT BOWTH B
CUCTeMY uepe3 JIOTUH.

* Coo0111aTh 0 TaKOM TOBe/leHHH B 6a3e JaHHBIX

HccnepoBarenbCKHA BOIPOC

OO6bIuHO, TIpeXK/le YeM $i HayHy TMKCaThb TPAHTOBOE Tpe/IoKeHHe, MHe HY>KHO
MOTPaTUTh HEKOTOpoe BpeMmsi, UTOObl HAMETUTb CBOK HCC/e/J0BaTelbCKYHO
CcTpareruto. XopoLvi MepBbId Lar-cpopMyIMpoBaTh UCCIe10BaTeIbCKUNA BOIIPOC.
VccnepoBaTelbCKU  BOTIPOC-3TO  yTBEPXKZEHHWe, KOTOpOe WJeHTU(HULpyeT

sIB/IeHUE, TI0J|/IeXXalllee U3y4YeHUro

* Kak xakepbl MOI/IM IOJK/IFOUNTH OHJIavH-chuctemy OUAN?
* Yto MBI MOKEM CZiesiaTh /Jisi obecrieueHust 6€30MaCHOCTA OHIAMH-CHCTEMBI

onAanr

I'unore3a HuccaiaeaoBaHmnuda

I'urote3a 3Toi pabOThI 3aK/TII0UaeTCs B CIe/IyIOIeM: [I7isl IOCTYKeHHs Halllel 11e/u
“oH/aH-0€30MaCcHOCTb AAHHBLIX IS OHJakH-cuctembl OVMAN” KaXkgasi MOIbBITKA
XaKepa aTakoBaTh OHJaliH-cucteMy OV GyzmeT coobiatbcss U 0OHaPY>KUBAThCS.
OnnaiiH-cMCTeMa  3all[UThl JAHHBIX CO3[@Ha [/ TOro, uTOObI ITOMOYb
nonb3oBatenisim OUSAU cpaenats cBoto pabory ¢ GOSBIIMM  KOIMUECTBOM

3all[UITIeHHBIX JaHHBIX. [109TOMY B JaHHOM paboTe obsi3aTtensHO Oyznet pa3paboTaH



KpHTHHECKHﬁ dPIr'YMeHT /i1 JOKad3aTe/IbCTBd MMPABUJIBHOCTHU W/IM HEIIPpdBU/IBHOCTHU

3TOU T'UTIOTe3HI.

O0BeM ucc/1ei0BaHusA

OTa uccienoBarenbckass pabora OyfeT KacaTbCs TOMBKO OHJ/IaiH-Oe30rmacHOCTH
JlaHHbIX [751 OHMavH-cucteMbl OUAW. [IpyruMu cjioBaMH, 3TO HCCJ/Ie[OBaHHE
JO/DKHO OyzieT pelluTh BCe TMPoOJ/ieMbl, KOTOPbIe CTOST Tiepefi OH/IaiH-CUCTeMOMN

oHJ1arH-cuctembl OUAN.

Pa3rpannuenue

OTOT TpoeKT Oy[eT peasv30BaH B BUJle CKPHUIITOBBIX KOJOB, B KOTODBIX OyAyT

coob1iaTbcst 1 0OHApPY)KHUBATLCs TIOTIBITKM XaKePOB TMOMYUYUTh JOCTYM K OHJIalH-

cucteme OUAN.

Pa3genenue pabor

OTOT MPOEKT COZAEpXXUT MATh I7laB. B mepBoii riaBe mpefjaraeTcsi o0iiee
BBeJIeHHe, COCTOsIII[ee U3 KPAaTKOTO BBE/IeHUS], U3/IOXKeHUsT TTPO0/ieMbl Y UHTEPeCOB
WcciefioBaHys, o0beMa HMCC/Ie[oBaHus, MCC/Ie0BaTe/IbCKUX BOMPOCOB, TUIIOTE3,
Ljesiel McciejoBaHus, pa3zeneHust paboThbl U METO/I0/IOTUM MUCC/Ie[JOBaHUSI.

Bo BTOpOi#i IM1aBe 0630pa JUTEpaTyphl OyAyT MOAPOOHO pacCMOTPEHBI MPOOEMBI
6e3omacHocTu oHMaliH-cucteMbl OMSAN. A 3arem TpeThs T71aBa OyfeT MocCBsIieHa
aHa/m3y M pa3paboTke HOBOW CHCTeMbl 3alllUThl JAHHBIX B WUHTepHeTe. Ilocse
3TOTO B UeTBepPTOM IviaBe 00s3aTesibHO OyZeT paccka3aHO O BHeADEHUU HOBOM
CUCTeMbl OHJIaliH-0€30MacHOCTH AAaHHBIX /151 OHjaH-cucTtemMbl OUSAN, KoTopas

Oyzmer pa3paboraHa [yisi Y/IyullleHHsI CUCTeMbl OH/IaliH-0€30MacHOCTU [IaHHBIX.
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HaxkoHel], BIBOZIbI U PeKOMEeH/AINN, CBsi3aHHBIe C pe3y/bTaTaMU IPOeKTa, OyayT

XOpOo1Io M3BECTHHI.

MeTo/0/10THsI H MeTObI COOpa AAHHBIX

Metog MEPU3A

MERISE-3T0 MeTof0/I0THSI MOZe/TUPOBaHUsl TIPOEKTUPOBAHUS, pa3paboTKu U
peanu3al[iy ITPOeKTOB 00pabOTKH JaHHBIX, KOTOpasi Obljla BHeApeHa Bo PpaHINH B
Hauare 1980-x romoB. MEPU3 mepexomuT K pa3fenbHON 00paboTKe AAHHBIX U
NPOLIeCCOB, TIZe TIpeJCTaB/eHue [lJaHHbIX MOJeJWpyeTcss B TPU ITara:

KOHLIENTyaAbHbIA U JIOTUYECKUM, BIVIOTH 10 (hU3UUECKOrO.

MertoabI cO0pa JaHHBIX

JokymeHTanus

ITO MeTOo/A, KOTOpI:Iﬁ ObIT HMCIIOJIb30BaH IMpU KOHCYJIbTUPDOBAHWHN PA3/IMUHbIX

CHUCTeM 3dlHUThl AdHHBIX [JId TOrO, yTOOBI MOHATHL OHJIAMH-0E€30ITaCHOCTh AaHHBIX

JUIs1 OHJIalH-crucTembl OVAN.

HNuTepBbIO

VHTepBBIO - 3TO METOZ TIOJy4eHUs HWH(OpPMAaLMM I[OCPEACTBOM YCTHOM,

cBOOOAHOM Y WHAWBWYya/lbHOW Oecelibl C JHOABMM, XOPOIIO OTOOpaHHBIMH TIO
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(bakTy WM rpeACcTaBieHUI0, C POBEPKOM CTelleHW PesieBaHTHOCTHU, BaIUITHOCTH U
JIOCTOBEPHOCTH /151 1iesieli cbopa AaHHbIX. IHTepBbIO-3TO TOT/la pa3roBOP MeXAY
WHTEepBbIOEpaMH U WHTEPBBIOMPYEMBIMUA B 0Oosiee TMO3AHUX IOMBITKAX TOMYUYHTh
vH(dOopMaLuIo.

OTa TexHMKa UMeeT OCOOEHHOCTb ObITh TmTpssMOM U  HedhOpPMabLHOM.
VHTepBbIOWPYEMBIM BHOCUT CBOM BKJIa[l B TIPOEKT, [aBasi YCTHble OTBeTbI Ha
BOIPOCHI, 3aJjlaBaeMbleé UHTEPBBIOEPOM B HelOCpPeACTBEHHOM B3aMMOJEWCTBUM (3a
VICK/IFOUEHUEM  TeJIe)OHHOTO MHTEpPBbIO). OTO TIpoLefypa BOCCTaHOBJIEHUS
vH(dOopMaLuK, KoTopasi IpoCTa U eCTeCTBeHHa.

MeToiiKa MUHTEPBBIO OUeHb ToJjie3Ha Ayl cbopa /eTanbHBIX AAHHBIX O 3afiaue Win
Habope KOHKpeTHBIX 3aziau. CobpaHHas nHMOPMAIKs MOXKeT ObITh HalpaB/ieHa Ha
OnMCaHue CYLIeCTBYIOIIEN CUTYyaluK, a TaKKe Ha NPe/JI0O’KeHUs] WK NPeIJIOKEeHUST
OTHOCHTeNBHO Oyyiei cuTyaluy (HarpyuMep, HOBOe MporpaMMHoOe o0ecriedeHue
W BeO-caiT)

Mbl  ucnonb3oBasyd OecrijlaTHble WHTEPBBIO [Jii  TOTO, UTOOBI BBISIBUTH

notpeGHOCTH To/ib30BaTenert OVAN B 3amuTe CUCTEMHBIX IJaHHBIX.

Haorogenue

HabsrofieHue - 370 MeTon, cOopa ZlaHHBIX, KOTOPBIM HCIIO/Ib30BAJICS /ISl OTHACAHUS
TOTO, UTO [Ie/Ial0T OIepaTopbl U KaK OHM 3TO JenaroT. [[is 3Toro HeoOXogumo
BLINTW Ha II0/Ie, TIJ/le TIOJb30BaTeb OCYIIECTB/SET CBOK JIeATebHOCTb, H
MaKCHMaJIbHO 1W30erath BIUSHUS Ha HEro. OTH MHTEPBBIO 3aCTaBU/IM HAC 0CO3HATh
WJIed OIepaTopoB O CBOMX 3aJavaX M O TOM, KaK OHU BBIMIOJIHSIIOT 3T 3aJjaud, U
9T0 HaO/IOleHHe OueHb II0JIe3HO I Hac TpU cOOope [aHHBIX, HMEIOIUX

OTHOIIIeHHEe K pabore.
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I''maBa 2

OBb30OP JIMTEPATYPbI

Bcryniienue

Konneniysi mo60if HOBOM cucTemMbl 0e30MacHOCTH TpeOyeT Cephe3HOro M|
rTyOOKOTO aHa/iM3a CylijeCTBYHOIIel crcTeMbl be3omacHocTy. Haille ucciegoBaHue
OyzZeT cocpefoTOYeHO Ha OHJIaH-0e30MaCHOCTU [JJaHHBIX /IS OHJIANH-CHCTeMbI
OUSAN, rae Hail aHa/IM3 COCPEAOTOYEH Ha TOM, KaK COOOIUTH W OOHapYKUTh

mo0YT0 TIOTIBITKY B3/I0Ma, YTOObI BOWTH B CUCTEMY.

2.1 onpejeieHue TEPMUHO/IOTUH

KoHureH1ManbHOCTh: 3TO COKpBITHE MH(OpMaLMi uir pecypcoB. Kpome Toro,
CylLecTByeT He0OXOAUMOCTb Jiep)KaTb UH(POPMALIMIO B CeKpeTe OT APYTUX TPeTbUX
JIAL, KOTOpble XOTSAT WMeThb K Hel AOCTyM, uToObl TO/MbKO IlpaBu/IbHBIE HOAU

MOTIJIU MOTYYUTh K Hel JAOCTYII.

I1e/1I0CTHOCTB: 3TO JOCTOBEPHOCTh JAHHBIX B CHCTEMax WM pecypcax C TOUKU
3peHusi TIpe/OTBPallleHHs] HeCAaHKLMOHMPOBAHHbBIX U HEeHaZjle)Kall[uX W3MeHeHUH.
Kak 1paBW/I0, L€JIOCTHOCTh COCTOMT W3 [BYX IIO/3JIeMEeHTOB-L[e/IOCTHOCTH
JJaHHBIX, KOTOpasi UMeeT OTHOILLIeHHWEe K COJeP’KaHUI0 JJaHHBIX, U ayTeHTU(PUKAI1Y,
KOTOpasi WMeeT OTHOIIeHWe K TPOUCXOKAEHUI0 [aHHBIX, IIOCKO/bKY Takasi

MH(pOpMaLys UMeeT 3HaueHKe TOIbKO B TOM CJIyuae, eC/ii OHa BepHa.

JIoCTYMHOCTh: OTHOCUTCS K CIIOCOOHOCTH TIOJYUUTh AOCTYI K JaHHBIM pecypca,

KOr7ia 3To Heo6X0aUMO, ITOCKO/IBKY Takas MH(OpMaI|s UMeeT [IeHHOCTb TOJILKO B
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TOM CJ/ly4yae, eC/Iu yIMOJHOMOYEeHHbIe JIFQAU MOTYT MOAYUWUTh JOCTYN B HY)KHOE
Bpemsi. OTKa3 B /IOCTyIle K JIaHHBIM B HacTosiillee BpeMsi CTajl OOBIUHOM aTaKoMu.
[IpencraBeTe cebe BpeMsi MPOCTOSI )KUBOTO CepBepa, HACKOJILKO 3TO MOXKET ObITh

ZI0poro.

Bxoj B cucTeMy: B KOMITbIOTEPHOU 6€30M1aCHOCTU BXOZ, B CUCTEMY - 3TO IPOLeCC,
C TOMOLIBIO KOTOPOTrO YeJIOBEK II0JIy4YaeT [AOCTYIl K KOMITBIOTEDHOU CHCTeMe,
uaeHTUGULMPYsT U ayTeHTUULMpPYS ce0s. YueTHble [laHHbIe TI0/Ib30BaTeIst
00BIUHO TMpeACTaB/sOT €000 HeKoTopylo (opMy HMeHW TIONb30BaTens W
COOTBETCTBYIOLL[Er0 MapoJ/isi, U CaMU 3TU Yy4YeTHble [JaHHble WHOTAA HAa3bIBAKOTCS

JIOTUHOM.

AyteHTH(UKaLMsi: TIpoLlecC WIA  [JIeiCTBMe  TIPOBEPKU  MOJIMHHOCTH

I10JIb30BaTeJ/Id UM TTpoLecCa.

HecaHKIIUOHUPOBAHHBIN JOCTYN: HeCAaHKIIMOHUPOBAHHBIM AOCTYI - 3TO KOrja
KTO-TO TIOJIy4aeT AOCTYM K CepBepy, BeO-calTy WK APYTrUM KOH(MUeHIMa/IbHBIM

JIAaHHBIM, UCTIO/b3Ys JaHHbIE Uy>KOM YUETHOU 3arucH.
Xakep: 5TO yesI0BeK, KOTOPBIM TbITAeTCS UCMO0J/Ib30BaTh KOMIIBIOTEPHYI0 CUCTEMY
10 TpUYMHEe, KOTopasi MOXKeT ObITb CBsi3aHa C JIeHbraMu, COIMaTbHBIM [Ie7I0M,

pa3BjiedeHeEM U T. [O.

Yrpo3a: 3T0 felicTBHe WM COObITHE, KOTOPOe MOXKeT TOCTaBUTh TIOJ, Yrpo3y

0e30racHOCTb.

ATaka: 3To HallaJiecHhe Ha CHUCTEMY 6630H&CHOCTH, KOTOpO€ [OO0CTaB/IAeTCA

Ye/IOBEKOM WJIM MAIlIMHOM B CUCTeMY. DTO HapylllaeT IpaBuia 6e30MacHOCTH.
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YA3BUMOCTB: 3TO €/1ab0CTh, MpobiemMa MPOeKTUPOBAHUS WK OIMOKa pean3aruu
B CHUCTEMe, KOTOpas MOXKET TPHUBECTH K HEOXUZAHHOMY M HeXKe/laTeJTbHOMY

CO6BITI/II-O, CBA3dHHOMY C crucTeMoi 6e30MacHOCTH.

IP-aapec (Internet Protocol): onpee/nsieT KOMIIBIOTEP B CE€TH

Ba3a gaHHbIX: 3TO Habop CBsi3aHHBIX JAaHHBIX.1 M0/ JaHHBIMU MbI 110/Ipa3yMeBaeM
M3BeCTHble (PaKThl, KOTOPble MOTYT ObITh 3alMCaHbl U KOTOPble UMEKT CKPBITOe
3HaueHue. Hampumep, paccMOTpyMM KMeHa, Teje()OHHble HOMepa W aJpeCcHYo
KHUT'Y JIIOZlel, KOTOpBbIX Bbl 3HaeTe. B0O3MOXXHO, BbI 3amMcasvd 3TU [aHHbIE B
VIH[IeKCUPDOBAHHYI0 aJpeCHY0 KHUIY WM COXPAaHWU/IM MX Ha >KeCTKOM J[UCKe,
WCTIONb3Ysl TIepPCOHATBHBINA KOMITBIOTED M TpPOrpaMMHOe obecrieueHue, Harlpumep
Microsoft Access nnu Excel. 3Ta COBOKYIHOCTh CBSI3aHHBIX [JaHHBIX C HESIBHBIM

3HaueHueM gB/sIeTCs: ba3on JdaHHBbIX.

KOMl'lbIOTepHaH CeTb: KOMIIBIOTEPDHASA CETb - 3TO CUCTEMA, KOTOpad COeqUHSET

ABa NN OoJtee KOMITIBKOTEDOB BMeECTe C ITIOMOIIBIO KaHdJ/ld CBA3H.

Web Browser: 3To 0co0blii BHJ TIPOrpaMMHOTO o0ecriedeHusi, KOTOpoe
obpabaTbiBaeT rumnepTeKCToBbIN s3bIK BepcTkKM (HTML) mokymeHTta. [pyrumu
c/ioBamu, Beb-6paysep - 3TO KOMIbIOTepHasi MporpaMMa, KOTopasi UHTepIipeTHpyeT
komaHny HTML pgnisa cbopa, yropsimouviBaHusi M OTOOpakeHUst uacTeil Beb-

CTPaHMULIBL.

OH/IaMH: TIOAK/IKOYAEeTCs 4Yepe3 KOMIbIOTED, MOJK/IIOUEHHbIM K LIeHTPaJbHOU

KOMITbFOTEPHOW CeTU WIH JOCTYITHBIM Yepe3 Hee.

Offline: oTK/TOUEH OT KOMITbIOTEPHOM CETH; OMUChIBaeT KOMIbIOTEPHbBIN TePMUHAI

WM nieprepriiHOe yCTPOMCTBO, OTK/IFOUEHHOE OT KOMITbIOTEPHOM CETH.
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Cucrema: COBOKYMHOCTh KOMITbIOTEDHBIX KOMITOHEHTOB, TO €CThb COBOKYIHOCTb
anmnaparHbIX, MPOrpaMMHBIX U TepudepuiiHbIX yCTPOMCTB, (YHKLMOHUPYIOLIUX

BMecCTe.

2.2 ya3BMMOCTb OHJ/IaliH-cucTtemMbl OUSIN

Xakep MOXKeT TIONpoOOBaTh HECKOJBKO TOMBITOK BOWTH B CHUCTEMY ZI0 TeX TIop,
ToKa He Oy[eT YCIelHbIM, IOC/e YCIEeIIHOTO BXOJa XaKep YCTaHABIMBaeT
HEKOTOpbIe TIAKeThl WM 3arpy’kaeT orfpefiejieHHble (ailibl B  CUCTEMY.
[Tonb30BaTe/lb MOXKET MOMPOOOBAaTh BOWTH B CUCTEMY MOXKET B Pa3HOE BPeMS U B
KOPOTKHEe CpPOKH. JTO Oosnbliiast mpobsieMa, TTIOTOMY UTO HET HHKAaKMX CII0COO0B
y3HaTb TIOBeJileHWe IJTOr0 xakepa. Korjja OH / OHa MOMKET TIOJNyUHTh
HEeCAHKI[UOHUPOBAHHBIM JOCTYIl B CUCTEMY, OH MOXET CZejaTh BCe /JIsi CBOEH

TIJIOXOM 11eJIH.

2.3 mpepaiaraeMble perieHus Had/II0gaeMbIX MPoodieM

MeI pa3paboTasiy mporpaMMy aHajIk3a )KYPHA/IOB, KOTOpasi UMeeT KO/[bl ClleHapheB
[/ TIPOCMOTpPAa BCeX JKYDHa/JIOB ayTeHTU(PUKALMW, CBeJeHUsi O >KypHaje
ayreHTUGUKaLmu s [P-afpeca, cBefjeHHsI O CUCTEMHBIX >XypHasnaX, TeKYIUM
3a0/10KMpoBaHHbIM IP-afpec, uroObl moGaBuTh IP-agpec B 4YepHBIM CIHMCOK H
yAaadTh IP-afpec B 4epHOM CITHCKe.

[ToCcKObKYy Xakep MOXKeT TIbITaThbCsS BOWTHM B CHUCTEMY MHOrO pa3, Mporpamma
TIOKa)KeT BCe JlaHHble 00 mcronb3yeMoM IP-afpece, Takue Kak fara, 4ac, MopT U
KOJINUeCTBO cO0eB BO BpEMEHH.

[ToCcko/MbKy XaKep MOKeT MOIMbITaTbCS BOUTH B CUCTEMY B pa3Hble JHU, TporpaMMa
ToKa3bIBaeT KypHasnbl cO0eB Kakaoi gatbl. [P-azipec, MCTONMb3yeMbI XaKepoM,

MOyKeT OBbITb 3aHeCeH B UepHbI CIIMCOK
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I'maBa 3

AHAJIN3 1 ITPOEKTUPOBAHUE CUCTEM BE3OIIACHOCTHA
JTAHHBIX B PEJKVIME OHJIAVIH

Berymienue

R. Elmasri & Shamkant B. Navathe (2011) nmoka3asnu: “6a3bl JAHHBIX WK CUCTEMBI
0a3 ZJaHHBIX SIB/ISIOTCS Ba’KHBIM KOMIIOHEHTOM >KU3HU B COBPEMEHHOM 00l1iecTBe:
OOJIBIIMHCTBO U3 HAC €)KeJHEeBHO CTaJKWUBAIOTCSI C HECKOJIbKUMU BUaMU
JiesiTeNIbHOCTH, KOTOpble TIpeJriosaraloT HeKoTopoe B3auMojeicTBue c 06a3oi
JaHHbIX. Haripumep, eciii Mbl uzieM B 0aHK, uTOObI BHECTH WIM CHSATb CPe/CTBa,
ecM Mbl JlelaeM 3aka3 Ha aBuarnepesneT, Eciv Mbl nonyvaeM JOCTYyII K
KOMIbIOTEPU30BAaHHOMY OubMoTeyHOMY KaTasory JJIs MOMCKa
6ubmorpaduueckoro 31eMeHTa, WIA eC/Id Mbl TIOKyTlaeM YTO—TO OHJIaliH—
Harpumep, KHUTY WM KOMIIBIOTep-eCTb BepOSATHOCTb, UYTO Hallla JesiTe/bHOCTb
OymeT cBsi3aHa C KeM-TO WM KaKOW-TO KOMIIbIOTEPHOW MpPOrpaMMOM, WMeRoIreu
JoCTyT K 6a3e JaHHBIX”.

CripaBeziyiuBo OyZieT ckKasaTh, UTO TporpaMMHOe obecrieueHue /il OHJIAMH-
3allUThl JIaHHBIX [Jis1 OHJalH-cuctemMbl OUSAU, 6e3ycsioBHO, Oyaer wurparhb

pewiaroyto posib B OUAN /151 3a1[UThI CBOUX JaHHBIX OT XaKepoB.

MERISE - 3T0 MeToz TPOeKTHPOBaHWs, Pa3pabOTKM M peasv3aliid ITPOEKTOB
00paboTKM JaHHBIX. llenb 3TOro MeToja-co3farb HWH(OPMAIJMOHHYIO CHUCTEMY.
Metog MERISE ocHOBaH Ha pas/ie/ieHUd JaHHbIX U TIPOLIeCCOB, KOTOPbIe JOJIKHBI
BBLITIOJIHATBCSI B HECKOJBbKUX KOHLIENTYa/IbHbIX JIOTUUECKUX U (U3UUYeCKUX
mogensix. Metogq MERISE 6b11 co3gan B 1978-1979 romax B Xofie HaIJMOHAJILHOM

KOHCYJ/IbTal[y, Hauato B 1977 rogy MHUHKUCTEPCTBOM TIPOMBIIIJIEHHOCTH C LIeJIbIO
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BbIOOpa KOMIIAHWI-KOHCY/IbTAHTOB IO 00pabOTKe JaHHBLIX [IIs1 OIpee/eHus
MeTo/ja TPOEeKTUPOBaHUsl MH(POPMALIMOHHBIX CUCTEM.

B KauecTBe MHCTpyMeHTa aHa/ii3a HOBOM cucTeMbl Obin BbibpaH MeTos MERISE.
MEPHU3 wumeeT TpyM ypOBHSI KOHLEMNLMM, UM KaKAbld YPOBEHb UMEET MOZEJb

JIAHHBIX U MO/IeJIb IPOLIECCOB.

a. KOHIeNTYya/IbHbIN YPOBEHb:

Ilenbio JJaHHOTO YPOBHS SIBISIETCST MOjle/TMpOBaHUWe 0a3bl /aHHBIX M BHECEHHe
HeoOXOAMMBIX H3MeHeHHWH B HWHGMOPMAI[MOHHYIO CHUCTeMy 0e3 HW3MeHeHUs
OpraHU3allMOHHOTO acreKkTa, TeM CaMbIM AWKTYsS (PYHKLUM TeKylleld CHUCTeMBbI.

KoH1enTyanbHbIN YPOBEHb COCTOUT U3 CJIEAYIOLIMX MOZesIei:

v" The Conceptual Data Model (CDM)
v" The Conceptual Process Model (CPM)

b. loruyecKuu UM OpraHu3aluOHHbINA YPOBEHb:

Ilenb 3TOTO ypOBHS 3aK/OUaeTCsi B MPUMEHEHUM KOHIIeMIWi, TMOJyueHHbIX Ha
KOHLIETITyalbHOM ~YDPOBHe, /Il BK/IIOUEHUSI BPEMEHHBbIX paMOK TIPOEKTa,
MacIiTaboB TIpOeKTa UM YuyaCTBYIOII[MX B HeM CyObekToB. (OpraHu3aljioHHbBIN
YPOBEHb COCTOUT U3 CIeIyIOIINX MO/esie:
v" The Logical Data Model (LDM)
IP_ADDRESS(1d,Ip,Status)
v" The Organizational Processes Model(OPM)

c. pv3uYeCcKuM WIU OnepPaljiOHHbIA YPOBEHb:

OToT ypoBeHb OyneT BBINOMHATH pead3aljii0 TeXHWK, IIPe/ICTaB/eHHbIX Ha
npeAbIAyuX YpoBHsAX. OrepaliMoHHBIA YPOBEHb COCTOMT U3 CJIe[yIOLIUX

MoZeneu:

17



v" The Physical Data Model (PDM)

Database Structure  Browse Data | Edit Pragmas  Execute SQL
Table: —lip_address * | e |8 =

id ip status
(¥ BB.112.77 (8 Brocked (X
13 45.55.50.52 |brocked
24 173.249.42.... brocked
35 198.199.80... brocked
4 6 49.88.112.60 brocked
57 107.161.31.... brocked

6 8 49.88.112.1... brocked

Pucynok 1: Ta6nuija Ip-agpecos

v" The Operational Processes Model (OPPM)

AKTepsI Ha CIjeHe

R. Elmasri & Shamkant B. Navathe (2011) cka3an, uro Ay HebOO/IbIION
TIepCOHAIbHOM 0a3bl JAHHBIX OZIMH YeJIOBEK OOBIYHO OITpe/iefisieT, KOHCTPYUPYeT U
MaHUITyIMpyeT 0a30¥M JAHHBIX, U HET HHWKakKoro obiiero poctyrna. OfHako B
KPYITHBIX OpraHW3alUsiX MHOTHE JIFOAM YYacCTBYIOT B pa3paboTKe, MUCIIO/Ib30BaHUU
1 00C/Ty)KUBaHUH 00JTbITION 6a3bl JaHHBIX C COTHEM To/b30oBartesieit. Te yioau, Ubs
paboTa cBsi3aHa C IMOBCeHEBHOI paboToii 0osbIoN 6a3bl AAHHBIX; MbI Ha3bIBAeM

HX dKT€pdMH Ha CIIeHe.

aHa/Iu3 TPeOoBaHU

IlenssMu 3TOro ABJAAKTCA:

 OnpezenuTh TpeOOBaHUS K JJaHHBIM 0a3bl JAHHBIX B TEPMUHAX TIPUMUTHBHBIX
00BbeKTOB
* KnmaccugurupoBath ¥ ONMUCHIBaTh HHGOPMALHMIO 00 3TMX 00beKTax

* UpeHTUULIMPOBATh U KIacCU(HUIMPOBATh OTHOIIEHUS MEXY 00beKTaMu
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 OripefiesieHie TUTIOB TpaH3aKIWi, KOTOpble OyyT BBITIOJHATECS B Oase

JIAHHBIX, U B3aUMOJEHUCTBUN MeXy AAaHHBIMM.

Data Flows Diagram
Data Flows Diagram (DFD) sTo rpaduueckoe mpeficTaBieHHe "TOTOKA" JaHHBIX
yepe3 OusHec-PyHKIMKM WM TIpoijecchl. B Gosee obijeM BHe cxema ITOTOKa
JAHHBIX WCIIO/b3yeTCsl [/ BU3ya/iu3aluuy Tipoijecca o6paboTku maHHbIX. OH
W/UTIOCTPUPYET TIPOLIeCChl, XPaHW/IHUIIA JaHHbIX U BHEIIIHUE 00BeKTHI.
Data flow diagram OyzeT mogep>kKuBaTbCst 4 OCHOBHBIX BH/A eSTe/IbHOCTH:
Anamu3: DFD ucnonb3yeTcs Ajis onipefiesieHusi TpeOOBaHUIM 110/1b30BaTe el
Ju3aun: DFD ucnonb3yetcst Ajsi COCTaBAeHUS MJIaHa UM WITFOCTPALIUM pelleHuHr
[/l aHAJIMTUKOB W TIO/Ib30BaTeslel TIpU TPOEKTUPOBAaHWUM HOBOW CHUCTEMBI.
KommyHuKalmsi: ofHOM W3 cuibHbIX cTOpoH DFD sBnsieTcs ero mpoctoTa u
TIOHATHOCTb @HA/IMTUKAM U T10/1b30BaTe IsIM.
HokymenTsl: DFD wcrionbs3yercs Ayl npefoCTaB/lIeHus CIeljMaJbHOr0 OMUCaHUS
TpeboBaHU U [iu3aiiHa CUCTEMBI.
DFD mpenocTassisieT 0030p K/THOUeBbIX (DYHKIIMOHATBHBIX KOMIIOHEHTOB CHCTEMBI,
HO He TIpeJJOCTaB/IsIeT HUKaKKX MOAPOOHOCTel 06 3TUX KOMITIOHEHTaXx.
MBI [O/DKHBI HCITO/Ib30BaTh JIPYrHe WHCTPYMEHTBI, TakWe KakK CJIoBapb 0a3bl
JAHHBIX, UYTOOBI TIOJNyUWTh TIPe/CTaBleHHe O TOM, Kakasi WHGopmarus Oyrer

oOMeHMBAaTbCS U KaK OHa JI0JKHA ObITh 0OMeHeHa.

KoMmnoHeHTBI JuarpaMMbl MOTOKOB AAHHBIX
IIporjecc: mpoiiecc npeobpa3yeT BXOAAIWN TOTOK J@HHBIX B MCXOASIIMM MOTOK
JlaHHBIX.
XpaHuaMine JAaHHBIX: XPaHW/IUILLE JaHHBIX - 3TO XPAaHWIMIIA JAaHHBIX B CUCTEME.
VHorja ux Takke Ha3bIBalOT (ParijiaMHu.
IToTOK JaHHBIX: TOTOK JAHHBIX - 3TO KOHBeKep, M0 KOTOPOMY MPOXOJAT MaKeThbl
vH(pOopMaLuH.

BHemnHas CyIHOCTb: BHEIIHHWE CYLIHOCTU - 3TO O0OLEeKTbI BHE CHUCTeMbl, C
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KOTOPBIMHU CUCTeMad

B38HMOAEﬁCTBy€T; BHeIlIHMEe CYHIHOCTH-3TO MCTOYHHUKHW M ad[ipeCaTbl BXOOAOB H

BBIXOJ0B CHCTEMBEI.

: Internal Actor

: Operation

: Data flow

\j

: Data store
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Data Flows Diagram for online data security

P1
Hacker attempt to login

Hacking the system

v
P2
Online data security

Recording hacker’s behaviour

P3
System administrator

Analysing hacker’s behaviour
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Detection of hacker

Blacklist an IP address



I''maBa 4

IPE3EHTAIIVS 1 TEXHUYECKAS PEAJIN3AIIVSA OHJIAWH-
BE3OITIACHOCTHA JAHHBIX

Bcryniienue

B 3Toi1 m1aBe Mbl pacCKa)keM O HOBOM CHCTeMe U O TOM, Kak ObLIO 3alyMaHo ee
npuMeHeHre. Kpome Toro, Mbl TombITaeMcsi  OOBSCHUTH — TEXHOJIOTUHY,

IMMpUMeHsieMble 71 ITIOCTPOeHHA OHJIaH-CHUCTEMbI 3dlllUThl JdHHBIX.

VIHCTpYMEeHTbI, HCIIO/Ib3yeMble /I pa3paboTKH MPorpaMMHOro o0ecredeHust

Python: 5TO wuHTeprpeTatop, BbICOKOYPOBHEBBIM SI3bIK MPOrpaMMHPOBaHUSs
00I111eT0 Ha3HAYEeHMS.

Pycharm: sTo0 wuHTerpupoBaHHas cpefa pa3pabotku (IDE), ucronblyemasi B
KOMITbIOTEPHOM TIPOTPaMMHUPOBaHUM CITelMaabHO IS s3biKa python.

SQLite: 3T0 6ubMMOTEKa TIpPOrpaMMHOr0 ObecrieueHUs, KOTopasi obecrieurBaeT

PEeJISILMOHHYIO CUCTEMY yTipaBieHus 6a3aMu JaHHBIX.

Hp03epKa HHCTPYMEHTA OTYETHOCTH

B TepMMHax KOMIIBIOTEpU3allUM TeCT O3HA4yaeT MpoLeNypy YaCTUYHOMU
BepUdUKaIui UHPOPMALIMOHHOW crcTeMbl. lleib 3akmouaeTcss B obecrieueHUH
TOro, uToOBl MH(GOPMAILIMOHHAsI CCTeMa pearrpoBaja Tak, KakK 3TOT0 OXKH/A0T ee
pa3paboTuMKy, a TakXe KOHEUHbIN TI0/ib30BaTe/lb. TeCT SIBASIeTCS OCHOBHOM

OTIOpOM TpH J>KeJlaHWM CO3/laTh 3TO TIporpaMMHOe obecrieueHHe, KOTOpOe
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pa3[esieHo B OTpe/ie/IeHHOMN JIOTHKe TeCTOB, HUKTO KaK KOPOTKHUH IMyTb B CHCTEME
HEe MOXeT [aTb peajbHYI IPOW3BOAUTENILHOCTb BCETO0  MPOTrPAMMHOIO
obecrieueHus1, eCTh MPUYMHA W/ITH KPacHee 3a KpacHee, UTo0bl rapaHTUPOBATh, UTO
OT, TIepBOY TIPOBEPKH, B KOHEUHOM HTOTe OyJeT C BepXHWM XOPOIIHUM YPOBHEM
KOHEUHOTO pe3y/ibTaTa.

V-o0pa3Hasi Mofiesib, U3BeCTHas B KOMITbIOTEDU3UPOBAaHHOM MUpe B 00/1acTu
pa3paboTKu mporpaMMHOro obecrieueHus, Oblia B3siTa B KaueCTBe HAIlero Tecrepa

AJIA Haleu CHCTEeMBbI, KdK IT0OKd3dHO Ha AxdI'PdMMe HHXKe:

ANALYSE VALADATION TEST
SYSTEM DESIDN TEST SYSTEM
INTEGRATION
DETAILED DESIGN TEST

N

CODING

PucyHoK 2: [TpoBepka UHCTPyMeHTa OTYETHOCTHU

Pa3paboTtka mnporpaMMHoOro obecrieueHusi Oblla TIPOM3BEAEHA  CJIEAYIOIIUM

obpazom:

a)aHa/Iu3
[TepBBI BOMPOC COCTOSUT B TOM, UTOOBI YBU/IeTh, HET /M KaKOTO-IM0O0 Jpyroro
criocoba yCTaHOBUTh CUCTeMY, UTOOBI []aTh pellieHue, TIePBbhiii 3Tarl COCTOUT B TOM,

YTOOBI TIOHATH CUCTEMY KaK MCCJIefloBaTe isl, TIPeKe ueM Tpe/yiararb Kakoi - mbo
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JPyTOii, Mbl MPUIyMald JIMHUIO, YTOOBLI C/e0BaTh Ha HAYYHOM M JIOTHUYECKOM
SA3bIKe TOT0 >Ke TMOHWMaHusA C otaenom noazepxku WKT, V-mopens, koTopast
paboTaeT B I[eTIOUKe oreparuii mpy ee pa3paboTKe, MO3BOJISS 033U U BIIEpeu
pe3y/bTaT ¥ [JUPEeKTHBHBIA CIIOCOO OUMCTUTH BCe OrpaHAYeHHs Ha pa3paboTKy
OHJIAMH-UHCTPYMEHTa 3allluThl JAHHBIX, KOTOPbIA MOCTAB/SETCS B KOMIUJISILIUA C

I71aBOM TIepPBOM.

0) cucTeMHOe MIPOEKTHPOBaHHE
[TpoeKTHpOBaHWE CHCTEMbI MMEET CBOeH IIe/lbl0 BBIUECTb M3 CrHeludUKaiuu
apXUTEeKTypy TIporpaMMHOro obecriedeHusi. DTO ObUIO MCIOMB30BAaHO BO BTOPOM
rnaBe, rAe Obula omMcaHa CyL[eCTBYIOIass CHUCTeEMa C TOUKU 3DeHusi ee
(GYHKIMOHAMBHBIX BO3MOXKHOCTEM U TpeboBaHU#, C TeM uT0ObI 00eCTIeuuTh

Ha/lIekallMi OTK/IMK Ha CO3/JaHHYI0 HOBYIO CUCTEMY.

B ) ieTa/IbHOE NMPOEKTHPOBaHUE
Ota da3a rnomoraeT y3HaTh JlaHHbIe (TTlepeMeHHbIe, KOHCTaHTbI, aTpUOYTHI, TIO/IS U
T. A.) ¥ QyHKIUH (TIporiefyp, MeTOZIOB U T. /I.) KOTOpble HeOOXOAWMBI U [O/DKHBI
ObITH KCII0/Ib30BaHbl B TIPWIOKEHWH. MBI HCII0/Ib30Ba/iM 3TOT 3Tall B TpeTbei

riiaBe, rae ObLIU MOAHATHI dHHBIE U TTPOLIECChI HOBOM CHUCTEMBI.

A) KoJMpOBaHHe
KogvpoBaHve Ha si3blke WH(OPMAaTUKMU YyKa3blBaeT Ha BCE pa3BUTHE HAYYHOTO
MMCbMa, TJe B 3TOM 00/1aCTH CYII[eCTByeT MHOKECTBO TTePEMEHHBIX SI3bIKOB, OTHUM
13 KoTopbiX Obim PHP, KOTOpBIN 3aKOHUW/ICS CO3[jaHMeM MCTOUYHUKA KOJIOB [I/Ist

HCII0/Ib30BaHMA IIPpU MHTErpaliii B TeCTe.

€) UHTerpaliOHHbIA TeCT
HTerpaliioHHbIA TeCT UCIIO/B3YeTCs AJiA TOTO, UTOOBI MPOWTU uepe3 CHUCTEMY
KOJITUDOBaHUS, CAe/aHHYI0 paHee [/l TIPOBEPKH W MPOBEPKH COOPKU pa3IMUHbIX

yacTeu MMporpaMMHOI0 06EC1'[€‘-IEHI/IH, naymmx K HOraM WM [JId YKd3dHHA
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onboK. [Tocsme Toro, Kak HeT CBSI3W OT OAHOTO KOZia K JIPyromy, Hailla pabora
3aHUMaeT JJIMTe/bHbIN CPOK, a TaK)Ke TeCTUPYeTCs BO BCeM ITPOeKTe, UTOObI OBbITh
WCTIO/Thb30BaHHBIM B KaueCTBe IMPOrpaMMHOT0 obecrieueHus /IJisi B3aUMOZEUCTBUS C
TI0/Tb30BaTe/IIMH B HACTOsIII[ee BpeMsi, UTOObI TO3BOJIUTh OJHOMY TeHepHpPOBaTh

pe3yJIbTaThl U I0CTV)KEHUS 0’KW/IaeMOro pe3ysbTara.

B Hariiei paboTe 1ocsie BbIIOJHEHUS Pa3/IMUHbIX TeCTOB Mbl TIPOTECTUPOBAIN BeCh
MPOeKT, uTOObI YBHZEThb, XOPOILIO JIA B3aWMOJENUCTBYIOT pa3/MYHble YaCTH
TIPOrpaMMHOTO 00ecIiedeHUsT U TI03BOJISIOT JIM OHU TeHepUpOBATh Pe3y/bTaThl U
JIOCTATaThb OXXUJAeMOro pe3yabrata. Bo BpemMss TecTa Mbl MCIIOIb30BaId
pa3uuHble 3HaUeHUs, YTOObl YBH/IETh, AeWCTBUTEIBHO I TPOrpaMMa fiejiaeT To,

UTO OHA JOJIKHA [eJ/IaThb.

€) ucnbITaHUe CUCTeMbI
CucTteMHOe TeCTHUpOBaHWe TMPOTrPAMMHOIO WIM allllapaTHOTO obecrieueHus
TEeCTUPYeTCs [Jis TPOBEeJEeHUs] Ha 3aBepLIeHHOM WHTErpUPOBAHHOM CHUCTEME C
1[e/TbI0 OL[€eHKHA COOTBETCTBUSI CUCTEMBI ee 3a/laHHBIM TPeOOBaHUSIM.
MbI UCIO/Ib30Ba/id 3TOT TeCT AJii TPOBEPKU TpauuecKUx MOIb30BaTe/lbCKUX

uHTepdelico, 6e30MacHOCTH CUCTEMBI.

)K) IpoBepKa
BanmugaiioHHbIN TeCT UMeeT BaXKHOe 3HaueHue, Tak Kak HeoOXOAUMO TPOBEpPUTh,
COOTBETCTBYET JIM HACTPOMKa MPUIOXKeHHs BbIpa)KeHHbIM MOTPeOHOCTSIM.
Mbl TipoBesM 3TOT TecT € OyAylIMMM T10/ib30BaTe/siMd, 4TOObI OHU MOIVIU
TIPOBEPUThL Hallle TIPUJIOKeHUe WCXOZAsS W3 CBOUX TMOTPeOHOCTel M OKUAaeMbIX

pe3y/bTaToB

Online Data security System Graphical interface

OTO OUeHb Ba)KHBIM 3Tarl. Y>KacHast KOHLIEIIIWA I10/Ib30BaTe/IbCKHUX HHTep(bEﬁCOB

25



MO>XeT IIPUBECTH K MEHIO dHAJ/IN3d )XYPHAJIOB:

Authentication Logs
see Auth log details for IP
see System Logs Details
see Current blocked 1ip
Add an Ip to black list
Remove an Ip to black list

PucyHok 4: noapo6Has nadopmaifusi o6 IP-ampece
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I'maBa 5

SAK/IIOHEHUE 1 PEKOMEH/JALINN

BriBoj,

[Tpexkzie ueM MbI 3aBepHEMCs, HU OffHa Oymara He TIOJyUdT TIOJTHOTO B3rvisifa Oe3
HaZl/IeXKalllero 3ak/ItoueHrs. B HacTosiiiee BpeMsi OHJlaitH-0€30MacHOCTb JaHHBIX
CTajia MOJHBIM CTIOBOM B c(epe 6e30MacHOCTU W UMEET Toyl HeoOXoAUMOCTb
ISt 0001 OH/TAMH-0e30IMacHOCTH AaHHBIX. OHIAMH-CHCTeMa 3alllUThl JAaHHBIX
J71s1 oHMakiH-cructeMbl OUSAN, 6e3ycioBHO, 06eCreunT ayuliive yCIyTy 10 3aljuTe
JAHHBIX /17151 O07Iee MpaBUIBHOTO 0OCTY)KMBAHHS OHTAMH-CUCTEMBI, Yero He MOYKET
cfenatb HeobecrieueHHast cricteMa. [ToBesjeHre XxakepoB OyzieT jieTko 0OHapy»KeHO.
Ho ycnex mo6oii OHMAWH-TIPOrpaMMbl  3alllUThl  /IaHHBIX 3aBUCUT OT ee
TIPaBWILHOTO TTAHUPOBaHUS W BbiMoHeHUs. CriejoBaTebHO, CITELAaIMCThI T10
Ge30macHOCTA [JaHHBIX [O/DKHBI TIPeANPUHUMATL TIPaBUIbHbIE WHHUI[AATUBBI B

IMPpaBUJIBHOM HAITpdBJIEHHWH.

PexomMmeHpanus
BhbInoHsIeMble TIPOEKTHbIe PaboThl OrPAHUUHBAIOTCS CUCTEMOM OHJIAH-3aIIUATEI
JMAHHBIX 711 oHnanH-cucteM OUSAN. §1 6bi1 ObI OueHb MpU3HATeNeH, ecyid Obl
Jpyryve MHCTUTYThI HUCIOIb30Ba/Id 3Ty HOBYIO CHCTEMY, U MOCKOJILKY 51 He 3Halo,
yro OyzeT B Oymyiiem, HCC/IeAoBaTeld MOTYT Y/IYyUIIUTh €e B COOTBETCTBUU C

MOTpeOHOCTAMHU.
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